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1. BbBeaeHue

1.1 LUen v npeagHa3sHa4yeHne Ha AOKYMeHTa

To3n JOKYMEHT MMa 3a Len Aa Aaje HacoKW 3a BKINYBaHe Ha e-Tbproeel, kbM APGW
akuenTupaw, 1 nnatexeH cbpBbp Ha BOPUKA, B cbOTBETCTBUE C M3NCKBAHMSATA Ha
EMV 3-D Secure. B Hero ca onncaHu dpopmMarta U HadnmHa Ha OOMeH Ha CboOLLEeHUs
mexay BOPUKA u e-TbproseLa, npu nonseBaHe Ha NpoTokona, BbeegeH oT EMV Co.

[OKyMeHTBLT e npegHasHadyeH 3a paspaboTyvMuuTe Ha TbProBCKUTE CanWToBE U
CbabpXa HeobxooMMuTe M3UCKBAHUA W yKasaHus, 3a Aa ce peanuaupa Bpb3ka C
APGW akuentumpawmsa u nnatexeH cbpebp Ha BOPUKA 3a wmsBbpwBaHe Ha
nnawanuns 4ypes cxemarta 3-D Secure.

KbM PbKOBOACTBOTO MMa OTOENHU MPUITOXKEHUS, KOUTO ONUCBaT ChneunguyHn
onepauuu (M3nons3saHe Ha TokeHn, P2P u ap.). Teaun npunoxeHnsa ce npegoctaBaT npu
nouckBaHe OT WHCTUTYLMUTE, KOMTO npegnarat CbOTBETHUTE YCMyrM Ha cBouTe
KMUEHTN — BUPTYarnHu Tbprosuu.

1.2 OnpepeneHna n akpoOHNMMHU

1.2.1 OnpepeneHus

MnawaHe (Authorization)
Mpouec, nNpu KOWTO M3gaTen unuM npouecop, OT MMETO Ha u3gaTtens, oaobpsiBa
nnaTexHa TpaHcakuusi.

MbpBoHavyanHa aBTopusaums (Pre-Authorization)

Tasun TpaHcakumsa ce n3nbrHaBa Ha ABe CTbNKW. [py NbpBaTta CTbMNKa akuenTupawms
M NnaTexeH CbpBbp perncrTpupa 3asiBkata 3a MbpBOHaYanHa aBTopu3aums. Tasu
3asiBka NOTBbpXAaBa HanuuveTo u bGrnokupa usMckyemaTa B 3asiBKata cyma no
KapToBaTa CMeTKa Unu KkapTata Ha KapToabpxartens. BropaTa cTbnka - 3aBbpLuBaHe
Ha NbpBOHaYanHa aBTopu3aums, ce nHMuumnpa oT Tbproeeua. Ypes Heq ce M3BbPLLBA
nnallaHeTo Ha NocoyeHaTa OT TbproeeLa cyma, KoAaTo Tpsibsa ga 6bae no-marnka nnu
paBHa Ha Ta3u OT NbpBOHaYanHarta 3asieka. [10 To31 HauuH ce 3aBbpLLUBa OTNIOXEHOTO
nnawaHe.

OTmsHa Ha nnawaHe (Reversal)
Mpouec, npy KONTO N3gaTen UM NpoLecop OT UMETO Ha u3daTensi, OTMEHS NnaTexHa
TpaHCcaKuus.

AxkuenTtupawa mHctutyumsa (Acquirer)

®durHaHCOBA WHCTUTYUMS,, YNeH Ha MeCTHa wW/unu MexagyHapoaHa KapToBa
opraHusauusi, KoATO MMa [JOroBOPHWM OTHOLUEHMA C TbproBel 3a npuemaHe
(akuenTnpaHe) Ha nNnawaHusa ¢ KapToBU NPOAYKTM Ha CbOTBETHaTa cxema. B cxemarta
EMV 3DS akuentupawaTta WHCTUTYUUSA, WNW  YNBAHOMOLLEHMAT OT Hes areHT
(Mpouecop), onpegenat pann CbOTBETHUAT TbProBel, Aa y4yacTBa B Cxema 3a
M3BbPLUBAHE Ha NnailaHusa npes oTBopeHaTa Mpexa Internet.

Uspnaten (Issuer)

®duHaHCOBA WHCTUTYUMS, YrNeH Ha MeCTHM W/unn MexayHapogHa KapToBa
opraHusauus, KOATO u3gaBa KapToOBM NPOAYKTU, MMa [AOrOBOPHW OTHOLUEHUSI C
KapToabpXaTenu 3a A4OCTaBsHe Ha YCnyru, CBbp3aHu C NMaTeXHW kapTu, onpeaens
Aanu fageH kapToabpxaTten ga ydactBa B cxemata 3-D Secure u ngeHtuduumpa
obxBaTa Ha HOMepaTa Ha KapTuTe, KOMTO fa y4acTeaT B cxemaTta EMV 3DS.
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BupTtyaneH TbproBeu (e-Tbproseu)
CybekT (opngudecko nuue), KOWTO € B AOrOBOPHM OTHOLLUEHUS C akuenTupaia
WHCTUTYUMNS Aa npuema nnaiiaHus ¢ NnaTexHu KapTyu Npes NHTEPHET.

Merchant ID (MID)
MoeHTudumkaunmoHeH Homep Ha Tobproeeud. [lpegoctaBsa ce oT obcnyxBalwaTa
dMHaHCOBa MHCTUTYLMS.

Terminal ID (TID)
NpeHTndukaumoHeH Homep Ha TepmuHan. [lpegoctaBs ce oOT obGcnyxsalwiaTa
dMHaHCOBa MHCTUTYLMS.

BAXHO! TID Ha TepmuHana B cpeda 3a TeCTOBE UM NPoAYKUMOHHA cpefa Moxe Aa
Obae pasnuyeH.

EMV® Three-Domain Secure (3DS)

MpoTokon Ha cbobuleHusi, pa3paboteH ot EMVCo., KONTO No3BoNnsiBa aBTEHTUKALMUSA
Ha KapToabpXaTenute npea nsgatenute Ha KapTy NpU N3BbpLUBaHE Ha TpaHCaKuun B
WHTEpHEeT, Ype3 pa3paboTeHnTe OT KapTOBUTE CXEMWU CUCTEMM 3@ CUTYPHW NnallaHus
Visa Secure, Mastercard ID Check, B-Secured, ProtectBuy. C nsnonssaHeto um ce
ocurypsiBa Bb3MOXHOCTTa 3a OOMEH Ha no-rofiiMo KOMMYECTBO AaHHU MeXay
yyacTHUUUTE B npoLieca.

HomenH Ha nsparens (Issuer Domain)
Cbabpxa cuctemuTe 1 M3BbpLUBa PYHKUMUTE, CBbP3aHM C u3gartens u obecnyxesaHuTe
OT HEro KNMeHTn (Kaptogbpxartenu).

GUARDTIME

MakcMmanHoTO Bpeme 3a OCbLLEeCTBABaHE Ha TpaHcakums. B HacToswarta Bepcus Ha
MHTepdenca MmakCcMmarnHoTO BpEME 3a OCbLUECTBSABAHE Ha TpaHcakuusa € 15 MUHyTU
(900 cekyHam).

Return URL (BackRef)
Adpec Ha TbproBeLa, KbAeTo ce nonyyaBaT OTrOBOPUTE OT NNATEXHUSA CbPBbP Ha
BOPUIKA.

Merchant Portal
MNpunoxeHne, Npes KOeTo TbProBuMTe MoraTt aa HabngasaT TpaHcakumuTe,
N3BBbPLUEHN HA TEXHUTE TepMmHanun. Hamupa ce Ha agpec

Cpepa Ha paspaboTtunka 3a NnpoBexaaHe Ha TecToBe:

https://3dsgate-dev.borica.bg/mwp_cert

[TpogykunonHa cpena:
https://3dsgate.borica.bg/mwp/static/
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1.2.2 AKpOHUMMU

2.1

ACS

APGW

API

BIN

CGl

DS

HTML

HTTP

PAN
URL

JRE
SSL
OpenSSL

UTF-8

Keystore

Access Control Server (CbpBbp 3a KOHTPOI Ha aBTEHTUKaAUMATA),
KOWTO AaBa Bb3MOXHOCT Ha M3gartens Ha kapTaTa fa yvactea B
3-D Secure

Acquiring and Payment Gateway, (Akuentupaiwl v nnaTexeH
cbpBbp Ha BOPUKA)

Application Programming Interface (IMpunoxeH nporpameH
NHTepdeinc)

baHkoB ngeHtTndmkaunoHeH Homep. lNpu NnaTexHuTe KapTn ToBa
ca MbpBUTe wWecT/oceM UNPU, KOUTO eQHO3HAYHO onpeaendart
(PuHaHcoBaTa UHCTUTYLUMS, U3gaTen Ha kapTaTa

Common Gateway Interface

Directory Server (CnpaBoyeH CbpBbp [Ha perncrpauuuTe B
cxemata 3-D Secure))

Hypertext Markup Language - cTaHOapTeH e3uK 3a LOKYMEHTU,
npegHasHayeHn a ce BU3yanusmpar B MHTepHeT

Hypertext Transfer Protocol — annukaunoHeH NpoTokon 3a
npegasaHe Ha hypermedia gokymeHTn, Hanpumep HTML

Primary Account Number - Homep Ha kapTa

AZpecHa cxema 3a CTpaHuMuMTEe B OTBOpPEHaTa CBETOBHA Mpexa
3a obmeH Ha uHpopmaums Internet

Java Runtime Environment
Secure Socket Layer

CeobogHa codpTyepHa 6ubnuoTteka, npegoctaBdawa Habop ot
Kpuntorpadckm dyHKLMN " aeuHnumnn.
https://www.openssl.org.

8-bit Unicode Transformation Format — ctaHgapTt 3a cCMMBOMHO
KogupaHe ¢ NPoOMeHNMBa AbiMKUHA

XpaHI/IJ'II/ILLI,e Ha CepTMd)I/IKaTI/I N 4YaCTHU Knro4voBe

Cneundcdunkaumnsa Ha uHTepceunca c e-
Tbproeey

UHTepchenc Ha e-Tbproseua ¢ Akuentupaty,
U nnartexeH cbpBbP Ha BOPUKA

KomyHukayusima u npedasaHemo Ha napamempu cmaea nocpedcmeom HTML Forms
u HTTP Post kbm APGW cbpebpa Ha BOPUKA.

KomyHukauuaTa mexay e-tbproeua n APGW cbpBbpa BKMOYBa:

e WanpawaHe

Ha paHHm 3a lnawaHe“ wuwnu ,lMbpBOHavanHa

aBTopusaumua“ kbm APGW
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[aHHuTe onuceat 4YacTTa OT TpaHcakuusaTa, CBbp3aHa C e-TbproBeLa (Homep Ha
nopbYKa, cyma, 1 T.H.). Te ce uanpawaTt KbM akuenTmpallms n nnaTexeH Cbpebp
(APGW) kaTo nbpBa CTbNKa OT MNpoueca, npeau KIMeHTbT Ja BbBede CBOsSTa
kapTtoBa uHdopmauuns (PAN, sanngHocT u ap.) Ha canta Ha BOPUKA. JaHHuTe
ce npegaeart 4pe3 HTTP Post npes 6pay3bpa Ha kKapTogbpXaTens KbM canTa Ha
BOPUKA.

Bceku BupTyaneH TepmuHan Moxe ga pabotu camo B eaHa BanyTa. Heobxogmmo
e BanyTaTa B 3asiBKaTa [a CbBMnaja c Banytata Ha TepMuHana.

e [onyyaBaHe Ha pesyntat ot ,llnawaHe” wnu ,lbpBOHavyanHa
aBTopusauua‘“ or APGW

E-tbproBeubt nonyvaBa pesyntatr o7 llnawaHe” wnu [TbpBOHa4anHa
aBTopu3auma“ (He3aBMCUMO Aanu € NOMNOXUTENEH NN oTpuLaTteneH), cneg Kkato
ca npeMumHatM BCUYKM CTBMNKM MO aBTEHTUUMpPaHe Ha KapToabpXaTtens u
aBTOpM3MpaHe Ha TpaHcakuMsaTa OT aBTopu3MpaunoHHaTa cuctema Ha nsgartens
Ha KapTtara.

HaHHuTe ce npeadaBaT Ypes npenpallaHe oT 6pay3bpa Ha KapTogbpXKaTensi KbM
canTa Ha e-Tbproeeua nocpegcrsom HTTP Post.

E-TbproeseubT OTroBaps 3a nposepkaTta Ha uMdpoBms NOANUC Ha AaHHWUTE, 3a Aa

yooctoBepu, 4e pesyntatbT € nognucaH ot BOPUKA. TectoBuaT u
NPOAYKUMOHHMAT nybonmnyHum knodoBe Ha BOPUWKA ca nybnukyBaHuM Ha
https://3dsgate-dev.borica.bg/ lNpegoctaBeHn ca B .pem dopmat UnNu CbC
ceptudmkar (.cer).

Bcekn Tbprosel TpsibBa ga npeasuanm npouenypa 3a nogmsiHa Ha nyonuyHus
kntoy Ha BOPUKA.

AOpechbT, Ha KOWTO e-TbproBeubT nony4vasa otrosopute o APGW (BACKREF)
npeaBapuTenHoO ce 3agaBa B cMcTeMaTta 3a BCEKU TepMUHarn.

E-TbproBeubT oTroBaps 3a BU3yanuavpaHe Ha pesyntaTa KbM KapTogbpkaTens
crieq nony4aBaHe Ha OTroBopa.

° ﬂonyanaHe Ha MH(*)OpMaLWIH 3a CbCTOAHUE Ha TPaHCAaKUuA

Bb3moxHO e (nopagu cblHOCTTa Ha WHTepHeT) e-TbproBeubT HMKOra ga He
nonyym pesyntat ot ,[nawaHe” nnu pesyntar ot ,[TbpBoHa4anHa asTopusaumna’
Ha YyCMewHO WNKU HeycrnelwwHO aBTopu3upaHa TpaHcakums. ToBa MoXe fa ce
nony4u, ako KapToabpXKaTeNAT 3aTBOpM Bpay3bpa C N0 HEBHMMaHWe, cnepg Kato
APGW e wusnpatun pesynrtaTta, unu nopagu npekbCBaHe Ha Bpb3kaTa My C
NHTepHeT B TO31 MOMEHT.

3a ga ce nposepwu pesynTtaTta OT TpaHcakuMaTa MOXe Aa ce U3nonasa onepauus
TRTYPE=90 ,lMpoBepka Ha cTaTyc Ha TpaHcakuumsa“. Mo To3n HauMH ce nony4yaea
NHopMaLmsa 3a onepaunn, U3BbPLUEHW B paMKUTE Ha NpeaxogHuTe 24 vaca.

° 3aB'prI.IBaHe Ha NbpBOHA4YasriHa aBTopusauusa

Mpu ,MbpBoHavanHa asTopusaums”“ APGW BpbLua Ha e-Tbproseua pesynrara, ¢
KOETO Ce WHUUMMpa OTNOXEHO nnawadHe. [lpu ycnewHa ,nbpBOHaYanHa
aBTopusauma“ e HeobxooMMoO e-TbproBeubT Aa uHMuMmMpa ,3aBbpluBaHe Ha
MbpBOHaYanHa asTopmsaumna“.

CymaTta Ha 3aBbpluBalljaTa onepauusi cnegsa Aa € no-mManka WUnu pasBHa Ha
NMbpBOHAYanHaTa asTopu3auus.

3a Bcsika NMbpBOHaA4YalriHa aBTOpuU3aunAaA MOXe [Oa Cce€ HanpaBun CaMO e€eHa
3aBbpLliBalla onepauud, 0e3 3HauyeHne ganu e ycnewHa unn He.
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2.2

lMpn HeycnewHo 3aBbpLUiBaHE Ha aBTOpM3auusa crnegBa fa ce Hanpasu HOBa
[MbpBOHa4anHa aBsTopusaums.

e OtmsHa Ha ,,[IbpBOHa4anHa aBTopmusaumua‘

Ha e-TbproBeua ce npegoctaBs Bb3MOXHOCT 3a OTMsHA Ha ,[TbpBOHavanHa
aBTopusauma“ (Reversal) Ha ycnewHo 3aBbplumna TpaHcakums. OTMsaHaTa Moxe
Aa ce u3BbpwKM Han-kbcHO Ao 30 AHM cnen mM3BbpLUBAHE Ha ycnelwHarta
TpaHcakumnsa. MexaHuambT, NO KOWTO ToBa cTaBa, € onucaH B Pasgen 4
L11000bpXXaHn TMNoBe TpaHCcaKuumn®,

OTmsiHa Ha ,[MbpBOHavYanHa aBTopM3auUMs® MOXe Ja ce HanpaBu camo 3a CyMma,
paBHa Ha Ta3u Ha MbpBOHaYanHaTa aBTopusauus.

3a BcsAka OCbLUECTBEHa onepauusi MOXe [a Ce HanpaBu camo efHa OTMsiHa
(ycnewHa wunu HeycnewHa). pu HeycnewHa OTMsHA Ha MbpBOHaYasnHa
aBTOpM3aUMs TbProBeubT crneaBa fAda ce 0ObpHe KbM  akuenTupallaTa
MHCTUTYLMS.

AkuenTupalwiata WHCTUTYLUMSI Ha e-TbproBeua MoXe Oa MMa AOMbITHUTENHU
N3MCKBAHMS 3a U3NbIIHEHME Ha TO3W TUM TpaHcaKuus.

e OTmsiHa Ha ,,[TnawaHe

Ha e-TbproBeua ce npegocTaBs Bb3MOXHOCT 3a OTMsIHA Ha ,[TnawaHe” (Reversal)
Ha ycnewlHo 3aBbpLumna TpaHcakums. OTMsHaTa MoXe fa ce U3BbPLUN Halk-KbCHO
0o 30 gHu cnep n3BbpLUBaHE Ha ycnelwHaTa TpaHcakums. MexaHMsambT, No KOWTO
ToBa CTaBa, € onucaH B Pasgen 4 ,llogabp)KaHu TUNOBE TpaHCaKLMn®,

OTmsHa Ha nnallaHe MoXxe aa ce Hanpasu 3a CymMa, paBHa Ui no-marka OoT Ta3u
Ha nnawjaHeTo.

3a Bcska ocbllecTBeHa onepauus MOXe [a ce HanpaBu caMo edHa OTMsHa
(ycneluHa unu HeycneLuHa).

AKLI,eI'ITI/IpaLLI,aTa MHCTUTYUNA Ha e-Tbproeeua MOXe Oa MMa OONbJIHUTEITHU
N3NCKBaHNA 3a N3MbJIHEHNE Ha TO3U TUN TPAHCaKUUA.

Mpu HeycnewHa OTMsIHA, CymMaTa MOXe [a Ce Bb3CTaHOBW Ha KapToabpXKaTens
npes obcnyxeallata pMHaHCOBa UHCTUTYLMS.

e [loBTOopHa TpaHcakumua npu Soft Decline (RC 65/1A)

Mpn nonyyaBaHe Ha OTroBOP OT aBTOpM3aLMOHHATa cuUcTeMa C OTKa3 Ha
TpaHcakuma [nawaxe* nnun [MbpBoHavanHa aesTopusauus“ ¢ kogq RC 65 3a
Mastercard vnu 1A 3a VISA, TepmnHansT cnegsa ga Hanpasv NOBTOPHA 3asiBKa
3a cblliata TpaHCcaKums.

ToBa ce ocbLlecTBsABa aBTOMaTWUYHO OT TepMMHana, Kato 3a Tbproeeua ca
BMAMMW OBETE TpaHCakuum — nbpBaTa — HeycnewHa u, BTopata — ¢ pesyntar
crnopez OTroBopa Ha XocTa Ha usgaTensi.

KoraTto noBTopHaTa onepauus e HeycnelwHa, TpaHcakumsaTa 3aBbpluBa C Kog Ha
otrosop 1A.

OOmMeH Ha cbooOLweHun

O6MeHBT Ha CcbobLLIEHNA MeXay CanTa Ha e-TbProBeLa 1 akuenTupaLms u nnaTexex
cbpBbp Ha BOPUKA ctaBa nocpeactsom Gpay3bpa Ha kapToabpxaTens ¢ nomoLuta
Ha meTtoga HTTP POST. Ha durypa 2-1 e nokasaHa cxemarta Ha u3npailaHe Ha
cboOLLeHMe OT CbpBbpa Ha e-Tbproeela KbM cbpBbpa Ha BOPUKA.
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durypa 2-1 Cxema Ha npefaBaHeTo Ha cbobuieHne yped HTTP POST

B uHTepdeinnca kem APGW npegaBaHeTo Ha gaHHU OT e-TbproBeua kbM BOPUKA
craBa nocpencteom HTML Forms noneta ¢ nomowita Ha HTTP Post.

dopmaTbT M MMeHaTa Ha napameTpuTe ca nogpobHo onucaHu B Pasgen 3 ,[NoneTta B
CbOOLLEHNETO NpY KOMYHMKaUNSA mexay e-Tbprosel, 1 APGW*.

Korato kapTogbpkatenaT 3assu nnailaHe B canTa Ha e-Tbproeeua (Hanpumep 4vpes
HaTuckaHe Ha ByToHa ,[nawaHe”), CbpBbPBLT Ha e-Tbproeeua cb3gasa HTML dopma
c napameTpu 3a ,[nawaHe” unu ,JTbpBoHa4YanHa aBTopm3aumnsa” 1 rv manpawia 4pes
Opaysbpa Ha kapTogbpxaTtens kbm canta Ha BOPUKA nocpeactsom HTTP POST.

Bpay3bpbT Ha kKapToabp)aTensa ycraHoBsBa SSL/TLS Bpb3ka cbe canta Ha BOPUKA
NnocpeacTBOM CbpBbpHUA cepTudukat Ha BOPWKA, npegaBa M3rotBeHute oT e-
TbproBeua napamMeTpyM W WHULMMPA HavanoTo Ha guanor 3a aBTeHTUKauusa wu
aBTOpU3auusa Ha NnallaHe ¢ kKapTogbpxaTens.

AnpecuTe, Ha KOUTO ce Mnpenpaliar 3asBkuTe, ca:

Cpepa Ha paspaboTymnka 3a NpoBexagaHe Ha TECTOBE:
https://3dsgate-dev.borica.bg/cgi-bin/cgi_link

MpoaykumoHHa cpeaa:
https://3dsgate.borica.bg/cgi-bin/cgi link

Ha Te3n agpecu ce obpaboTBaT 3asdABKMTE 3a BCUYKM TUNOBE TpaHcakumu. [pu
KOMYHMKaLMA C KapToabp)KaTens, Ha canTa Ha e-TbproBeLa He ce BbBeXaaT AaHHU
3a kaprarTa.
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3.

e-TbproBeeuy - APGW

3.1

NMoneTta B cboOLEHNETO NPY KOMYHUKaLUA

NoneTta B 3asBKaTa oT e-Tbprosey KbMm APGW

MapameTpute, KOUTO ce npedasaT nocpencTsom noneta 8 HTML Form ca:

Mone RIS :’asme M/O/C | CbabpxkaHue
TERMINAL MpoeHTudukaTop Ha 8 M Terminal ID
TepMuHana MpegocTaBa ce oT AkuenTupaliata MHCTUTYUnst
TRTYPE Twn Ha 12 M | BbamoxHu cToitHocTv 1, 12, 21, 22, 24, 90
TpaHcakuusita
OOLwa CTOMHOCT Ha NopbykaTa No cTaHaapT
AMOUNT Cyma 4-12 C |1SO_4217 c peceTnyeH pasgenvrten Todka (Hanp.
12.00)
BanyTa Ha nopbuykaTa: Tpu OyKBEH kog Ha BanyTa no
CURRENCY BanyTta 3 C |crtangapt ISO 4217. lNMonbnea ce BUHaru, koraTo B
CbObLLEHNEeTO NPMCHCTBA CyMa.
Homep Ha nopbykaTta B 3asBkata. Cbabpxa 6 undpu,
OSCHO U3paBHEHO M AOMbMHEHO C BoAeLwM Hynn. *
ORDER Homep Ha nopbuka 6 M | BHUMAHMUE! Tpsa6Ba pa 6bae yHuKkaneH 3a
TepMUHanNa B paMKuTe Ha nocriegHuTte 24 yaca
(Hanp. ,,000123%).
DESC OnucaHue 1-50 C [OnucaHue Ha nopbukaTa *
MERCHANT MaoeHTudukaTop Ha 10 c Merchant ID
e-Tbproeeua [MpepocTtassa ce oT AkuenTupaliata UHCTUTYLUSA
MERCH_NAME| Nme Ha e-Tbproseua | 1-80 C | Wwme Ha e-TbproBeua*
MERCH_URL |URL Ha e-Tbproeseua | 1-250 O | URL Ha web caiTa Ha e-TbproBena
COUNTRY upxasa 2 c [ByOykBeH KoA Ha ObpxaBaTa, KbAETO ce Hamupa
MarasvHbT Ha e-Tbproseua, no ctaHaapT 1ISO 3166-1.
YacoBa 30Ha Ha e- OTcTosHMe Ha YacoBaTa 30Ha Ha e-Tbproeeua oT
MERCH_GMT Tbproeeya 3 C UTC/GMT (Hanp. +03).
LANG Eauk 2 o E3uk Ha TpaHcakumsTa BG nnm EN. o nogpasdupaHe
e n3bpaH e3uk BG.
CnyxebHo none cbe ctorHocT “AD,TD”. MNMopasa
ADDENDUM JonbnHeHne 5 C [ce sagbmkutenHo, ako NpUcbLCTBa nose
LAD.CUST BOR ORDER ID”.
ORDER + go 16 cumBona 3a HOMep Ha nopbykaTta
AD.CUST_BOR| NgeHTudmkatop Ha 6-22 c |mem e-Tbproeeua**
_ORDER_ID nopbYka BHUMAHMUE, noneTto He TpsibBa Aa cbabpxa
cumBon “;”.
Bpeme Ha TpaHcakumsaTta no UTC:
YYYYMMDDHHMMSS. Pasnuka mexay CTOMHOCTTa
Ha TIMESTAMP wn TekywoTto Bpeme B e-Gateway
TIMESTAMP | flata/uac 14 C cbpBbpa He Tpsbea ga Hageuwasa GUARDTIME. B
npoTuBeH cny4dan e-Gateway Lie oTXBbpnu
TpaHcakuuaTa.
Tun Ha Twn Ha opurnHanHaTa TpaHCakuus B 3asiBKa
TRAN_TRTYPE| opurunannara 1-2 C P P H

TpaHcakuus

.l [pOBepKa Ha cTtaTyc"
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RRN

PedepeHumns Ha 12 C

PedepeHums Ha TpaHcakumaTa (1ISO-8583 -1987,
TpaHcakuuaTa none 37).

INT_REF

BbTpelwHa
pedepeHums

16 C | BbTpewHa pedepeHuns 3a e-Commerce gateway

M_INFO

TpsibBa

M -
0-35000

OnumoHaneH Habop ot gaHHKU no npoTtokona EMV
3DS v.2

na 6bvae Base64 Basic-encoded string of

3.9,

JSON-formatted “parameter”:”value” data.

3aabmKUTenHn gaHHu:

Ume n chamununa Ha kaptogbpxaten ( Ao
45 cnmBona Ha naTuHuua),

e-mail u / nnn TtenecdoHeH Homep,
Shipping w/unu Billing address (go 50
cCMMBOna)

Bb3MOXHM OONBIIHUTENHN CTOMHOCTH:

3a nckaHe Ha aBTEHTUKaUMS Ha
KapToobpXaTtena:

Mpumep: { "threeDSRequestorChallengelnd":"04" }

NONCE

Cobabpxa 16 Henpeackasyemu criyqaiiu 6avtose,
npeacTaBeHu B LWecTHageceTnyeH chopmat. Moxe ga
32 M CbObpXa rnaBHN natuHckn Byken A..F n undpm 0..9.
BHUMAHUE! TpsbBa na 6bae yHuKaneH 3a
TepMUHanNa B pamMKuTe Ha nocrnegHurte 24 yaca.

P_SIGN

Moanwuc 512 M

Kopg 3a aBTeHTUUMpaHe Ha cbobLieHneTo oT APGW.
Cobabpxa 256 6anTa B WecTHageceTMdeH dopmar.
Moxe ga cbabpka rmaBHM NaTUHCKK Oykeu A..F 1
umdpm 0..9.

MPAY

Ynpasnasa

nnatTeXXHUTe metoaun

BM3yann3aumaATa Ha 1 (0] Cbabpska ctonHoctum: “N”, “Y”, “G”, “A”.

lMpouecbT Ha ynpaBrneHve Ha BU3yanusaumnata Ha nnaTexHuTe MeToau € onucaH B
JonbrHeHne KbM UHCTPYKUMS 3a BUPTYyarnHu Tbprosun (P-OM-41-3_BORICA_Wallet)

Tabnuuya 1 MNMoneTa, usnon3saHu 3a 3asBka kbM APGW

* Ianonasa ca 3a npegocTaBsiHe Ha MHpOpMaLMA Ha NaTeXxHaTa CTpaHuLua OT CTpaHa Ha e-Tbproeeua

3a kapToabpaTens. Bb3amMoXXHO e nsnonsesaHe Ha Kupunuua.

** MisanonsBa ce 3a MHopmaLms, C KOATO e-TbProBeLbT M KapToabpXXaTenaT Aa pasno3Hasar nnallaHeTo.
Mpepasa ce npes mHaHcoBuTe channoBe. BxBegeHaTa nHdopmaumsa cnefsa aa ce CbCTom OT Lnudpw,

naTtuHcku 6ykBu u cumsonu, 6es “;”.

BAXXHO! Npwn nsnonasaHe Ha knpunuua Tpsbea aa ce nonssa camo encoding UTF-8.

M/O/C:

M — Mandatory / 3agbrmxuTenHo none

C — Conditional / Cnopea Tvna Ha TpaHcakumnsaTta
O — Optional / OnumnoHanHo none

B Tabnuuata ca onucaHu BCUYKK aonyctmMmin
TpaHCaKuund, HAKOU rnosfieta He ce 3ajaBar.

MapameTtpute ot Tabnuua 1 ce npegaeaTt
HTTP/POST.

noneta. B 3aBucumocT OT Tuna

ypes HTML Form nocpencrsom
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BAXKHO! B Pasgen 4 ca ykasaHu yyacTBalluTe noneTta 3a BCEKU TUM TpaHCaKUUS.

MpumepHa POST 3asiBka 3a Tmn Ha TpaHcakuma 1 (Mnawaxe):

CtonHocTt Ha none M_INFO npu nogageHw:

» Wme Ha knueHT, e-mail n agpec:
MNooageHn gaHHK:
{"email":"user@sample.com", "cardholderName" : "CARDHOLDER
NAME", "billAddrLinel": "711 5th Ave","shipAddrLinel": "10
Columbus Cir Space 207"}
KoanpaHu gaHHu:
eyJ1bWFpbCI6InVzZZXJAc2FtcGx1LmNvbSIsImNhcmRob2xkZXJOYW11IjoiQOFSRE
hPTERFUiBOQU1FIiwiYmlsbEFkZHIMaW51MSI6ICI3MTEgNXRoIEF2ZSIsInNoaXBB
ZGRyTGluZTEiOiAiMTAgQ29sdW1lidXMgQ21lyIFNwYWN1IDIwNyJ9

» Wme Ha KnNueHT, MoGuneH TenedoH n agpec
MNooageHu gaHHu:
{"cardholderName":"CARDHOLDER
NAME","mobilePhone":{"cc":"359","subscriber":"893999888"},"billAddrLine1":
"711 5th Ave","shipAddrLine1": "10 Columbus Cir Space 207"}
KoanpaHu gaHHu:
eyJj¥XJkaG9sZGVyTmFtZSI6IkNBUKRITOXERVIgGTkFNRSIsImlvY¥mlsZVBob2511j
P7ImNjIjoiMzU5Iiwic3Vic2NyaWJ1lciI6Ijg5Mzk50Tg40CIILCIiaWxsQWRkckxp
bmUxIjogIjcxMSA1dGggQXZ1lIiwic2hpcEFkZHIMaW51MSI6ICIXMCBDb2x1bWJlcy
BDaXIgU3BhY2UgMjA3InO=

> Wme Ha knueHT, MObuneH TenedoH U agpec + UHAUKATOP 3a 3agbJKUTENTHA
aBTeHTUKauuA
MNooageHn gaHHW:
{"threeDSRequestorChallengelnd":"04","cardholderName":"CARDHOLDER
NAME","mobilePhone":{"cc":"359","subscriber":"893999888"},"billAddrLine1":
"711 5th Ave","shipAddrLine1": "10 Columbus Cir Space 207"}
KoanpaHu gaHHu:
eyJ0aHJ1ZURTUMVxdWVzdG9yQ2hhbGx1bmd1SW5kIjoiMDQiLCJIj¥YXJTkaG9sZGVyTm
FtZSI6IKkNBUKRITOXERVIgTKFNRSIsImlvYmlsZVBob251Ijp7ImNjIjoiMzUSIiwi
c3Vic2NyaWJ1lciI6Ijg5Mzk50Tg40CI9LCIiaWxsQWRkckxpbmUxIjogIjcxMSA1dG
gg0XZ1lIiwic2hpcEFkZHIMaW51MSI6ICIXMCBDb2x1bWJ1lcyBDaXIgU3BhY2UgMjA3
InO=

» Wme Ha KnueHT, e-mail, mobuneH Tened)oH u agpec + MHOUKATOpP 3a
3aAbIKUTenHa aBTeHTUKauuaA
NooageHu aaHHU:
{"threeDSRequestorChallengelnd":"04","cardholderName":"CARDHOLDER
NAME","email":"user@sample.com”,"mobilePhone":{"cc":"359","subscriber":"893999888"},"
billAddrLine1": 711 5th Ave","shipAddrLine1": "10 Columbus Cir Space 207"}
KoanpaHu gaHHu:

eyJ0aHJ1ZURTUmVxdWVzdGO9yQ2hhbGx1bmdlSW5kIjoiMDQiLCJIjY¥XJkaG9sZGVyTm
FtZSTI6TkNBUKRITOXERVIgGTKkFNRSIsSImVtYWlsTIjoidXN1ckBzYWlwbGUuY29tIiwi
bW9iaWx1UGhvbmUiOnsi¥2MiOiIzNTkiLCJzdWJzY3JpY¥mVyIjoiODkzOTk50Dg4In
0sImIpbGxBZGRYTGluZTEiOiAiNzExIDV0aCBBdmUiLCJzaGlwQWRkckxpbmUxIjog
IJjEwIENVbHVtYnVzIENpciBTcGFjZSAyMDcifQ==

<form name="pay" action=https://3dsgate-dev.borica.bg/cgi-bin/cgi link method="POST">

AMOUNT: <input type="text" name="AMOUNT" size="5" value="80.05" readonly="readonly"/><br>
CURRENCY: <input type="text" name="CURRENCY" size="3" value="BGN" readonly="readonly"/><br>
DESC: <input type="text" name="DESC" size="16" value="JleTrannu mnamare." readonly="readonly"/><br>
TERMINAL: <input type="text" name="TERMINAL" size="8" value="V1800001" readonly="readonly"/><br>
MERCH_ NAME : <input type="hidden" name="MERCH_NAME" size="13" value="Marasux usersa"
readonly="readonly"/><br>
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MERCHANT : <input type="hidden" name="MERCHANT" size="10" value="1600000001"

readonly="readonly"/><br>

TRTYPE: <input type="hidden" name="TRTYPE" size="1" value="1" readonly="readonly"/><br>

ORDER: <input type="hidden" name="ORDER" size="6" value="155827" readonly="readonly"/><br>

M INFO: <input type="hidden" name="M INFO" size="152" value=
"eyJ1bWFpbCI6InVzZXJAc2FtcGxlLmNvbSIsImNhcmRob2xkZXJOYW11IjoiQOFSREhPTERFUiBOQU1FIiwibW9iaWx1UG
hvbmUiOnsi¥2MiOiIzNTkiLCJzdWJzY3JpYmVyIjoiODkzOTk50Dg4Inl19"

readonly="readonly"/><br>

AD.CUST_BOR_ORDER_ID: <input type="hidden" name="AD.CUST_BOR_ORDER_ ID" size="12"
value="1558270RDnnn" readonly="readonly"/><br>

COUNTRY: <input type="hidden" name="COUNTRY" size="2" value="BG" readonly="readonly"/><br>
TIMESTAMP: <input type="hidden" name="TIMESTAMP" size="14" value="20240516125932"
readonly="readonly"/><br>

NONCE: <input type="hidden" name="NONCE" size="32" value="DC221A460F21374894BD289AE3B34AB4"
readonly="readonly"/><br>

ADDENDUM: <input type="hidden" name="ADDENDUM" size="5" value="AD,TD" readonly="readonly"/><br>
P_SIGN: <input type="hidden" name="P_SIGN" size="512"
value="61F1EDF199D68D0139D1A512D713D27FD55A6C891B598F929A3CE3466D8577F709EAFDCCF8
BAO6C8966EF8440B3D189950DES54F8E6786EBBOOD9C96BF22B1F1A6D4A5FFAOBEE3F3301331BAB32C6CD58E955B09F4
BOFCE88E053553FED50D0D07AA23F04DF30EA1AQ
20E7FAD1ECF5E7D5FC2D01A196FC8CF7C90A06635DD09B8536E7E922F462024CA94228F28F81629FD44760CB17193D2
5BF4998E6D183D8A3EDC5F1435238ADC7DA7888C
96A8C6EBB01D292E9B886COCFF1DB9A3B64D86297D77CE87B68FEFB185B2EBC154DF638F44FA84F1CO9CA35A72B0B265
E7EF74CC65287FC3F4743521AFB93F1F1E1D4E67

A1A55C259F5907D7E3FDA74733AF541FE" readonly="readonly"/><br>

<br><INPUT type="submit" name="Submit" value="Approve"></br>

E-TbproeeubT nma ceoboparta Aa peanuanpa Ha CBosiTa CTPaHULA AOMbITHUTENHU
Banugaumm n norvka Ha nanpauiaHe Ha gaHHuTe Ha Java Script.

BaxHo: Npn n3nonssaHe Ha OMCKBUTKN Ha calTa, TbProBeubT € AMTbXEH Ja OCUrypm
CbOTBETCTBME HA TAXHOTO CbAbpXKaHue un npunaraHe ¢ RFC 6265.

3.2 [loneta B otroBopa ot APGW kbM e-TbproBeua

Ha canta Ha e-TbproBeLa ce nofy4yaBsa pesynTaT OT 3asBka 3a TpaHcakums ot APGW
ype3 bGpaysepa Ha kaptoabpxatena nocpeactsom HTML Form n HTTPS/POST
meToaa.

lMoneTaTa, KOUTO Ce NON3BaT ca creaHuTe:

Mone OnucaHue Pa3smep | M/O/C CbabpxaHue

E-Gateway kop Ha gencrsue:

0 — ycnewHo npukntoveHa
TpaHcaKuus;
1 — py6nupaHa TpaHcaKuus;
ACTION [evicTaue 1-2 M 2 — oTKasaHa TpaHcakuusi;

3 — rpeluka npu o6paboTka Ha
TpaHcakuusTa
7 — ny6nupaHa TpaHcakuus
npu HeycnewHa
aBTeHTMKaLus
21 — Soft Decline

OTrosop npu ob6paboTka Ha
TpaHcakuusa ot APGW unu

RC Koa Ha 3aBbpLIBaHe 2 M nsgatens Ha kaptara no 1ISO-
8583, none 39
STATUSMSG TeKcToBO onucaHme Ha Kof 1-255 c TekcToBO onucaHme Ha Ko Ha
Ha 3aBbpLUBaHE 3aBbpLUBaHE
TERMINAL TepmuHan 8 M Exo ot 3asBkaTa
TRTYPE Tun Ha TpaHcakums 1-2 M Exo ot 3aaBKaTa
AMOUNT Cyma 4-12 C | Cyma Ha nopbykaTta
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CURRENCY Banyta 3 C | Exo ot 3asBKaTta
ORDER Mopbyka 6 M Exo ot 3asBkaTa
LANG Eswnk 2 0] Exo ot 3asBkaTa
[arta/vac Ha oTroBopa no
TIMESTAMP Harta/uac 14 M UTC: YYYYMMDDHHMMSS
[ata/vac Ha TpaHcakumsaTa:
TRAN_DATE Harta/uac 14 C YYYYMMDDHHMMSS
Tun Ha opurnHanHa Tun Ha opuruHanka
TRAN_TRTYPE 1-2 0] TpaHcakumsi B OTrOBOP Ha
TpaHcakuus p
. IpOBEpKa Ha cTaTycC
Kop 3a ogobpeHune (ISO-8583,
APPROVAL OpobpeHune 6 o |nome 38). Moxe pa 6bvae
(aBTOpPU3ALMOHEH KOA) npasHo, ako He € NnogafeHo

OT N3gaTena Ha Kaptarta.

Pedeperuus Ha
RRN PecpepeHumA Ha 12 O TpaHcakuuarta (1ISO-8583 -
TpaHcakuusTa 1987, none 37).

BbTpewHa pedepeHums 3a e-

INT_REF BeTpeluHa pedepeHums 16 M| commerce gateway

CraTyc Ha aBTeHTUKaLMS,
PARES_STATUS Cratyc Ha aBTeHTUKaLms 1 C n3nonseaH B cxemarta 3-D
Secure

CraTyc Ha aBTeHTMKaums,
AUTH_STEP_RES |Cratyc Ha aBTeHTUKaLms 1-32 C n3nonseaH B cxemarta 3-D
Secure

WHdbopmaumsa 3a
kapToabpxatens ot ACS Ha
NHdopmauums 3a visaaTens.
CARDHOLDERINFO pmau 1-128 C BHUMAHMUE, e-TbproseusbT

KapToabpXxaTens

€ ANMbXeH Aa Bu3yanusupa

CTOMHOCTTa Ha ToBa none
npen KaproabpXxartens.

ECI 2 C | e-commerce nHankatop (ECI)

MackupaH Homep kapTa
CARD MackupaH Homep KapTa 16-19 C (Hanp.
»DTOOXXXXXXXX0022)

CARD_BRAND BbpaHa Ha kapTaTta 1-4 C BpaHa Ha kapTaTta

NONCE 32 M Exo ot 3asBKaTa

Koa 3a aBTeHTMUMpaHe Ha
cbobuleHneTo ot APGW.
Cbabpxa 256 6anTta B
P_SIGN Mognuc 512 M LiecTHageceTuyeH popmar.
Moxe ga cbabpka rmaBHU
natuHckm 6ykeu A..F 1 undpu
0..9.

Tabnuua 2 NMoneTa, nsnonssaHu B oTroeopa ot APGW

3HaveHneTo Ha none ACTION ,[enctBume ” cbabpxa Kog OT M3NbIIHEHUETO Ha
TpaHcakuumaTta. [Npu kog, pasnuyeH ot ,0” - TpaHcakuusaTa He e 3aBbpLunia YCrneLLHO.
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3HauyeHuneTo Ha none RC ,Kog Ha 3aBbpluBaHe” cbaobpKa Kog OT M3NBbIIHEHMETO Ha
TpaHcakuuaTta. [Npu koa, pasnuyeH ot ,,00” - TpaHcakumaTa He e 3aBbpLunna ycneLuHo.
3a otxebpreHn ot APGW 3adaBku ce n3nonaseaT oTpuuaTeniHu cToMHocTK (Hanp. -17
npu rpeweH noanuc). Bb3amMoxHO e B nocrnegsall, MOMEHT fa ce Monyyn cbliata
3asBKa, HO C npaBurneH noanuc, npmn koeto APGW we obpaboTtu 3asiBkata. Korato
onepaumusita e OTXBbpJSieHa OT XOCTa Ha n3gaTtens — KOAbT € NONOXUTENEeH, pasnyeH
ot 0.

AKO TpaHcakuusiTa e aBTeHTULMpaHa n ogobpeHa OT nsgaTtensi, KoobT 3a 3aBbplLUBaHE
e ,00“.

BHMUMAHMUE: YcnellHa TpaHcakums € caMo Tasn, Koato 3aBbpisa ¢ RC ,00” n Action
“0".
OTroBopuTe 3a TPaHCaKLUMK, KOMTO HE ca CBbpP3aHu ¢ bpaysepa Ha KapToabXaTtens, a

ce npegaeBaT OMPEKTHO OT cavTa Ha e-Tbproeeua kbM APGW ¢ metoam GET wunn
POST, ca B json copmar.

3a cblnocTaBaHETO Ha OTroBopa CbC 3asBKaTa MOXe [da Ce M3nonssart norneta
TERMINAL, ORDER 1 NONCE.

3.3 OcobeHocTu Ha noneta Ha APGW uHTepdenc

1) TMone AMOUNT (Cyma) - cbabpa cymaTa Ha nopbykata 3aeHo ¢ AeceTu4HaTa
Tou4Ka, Hanpumep ,10.20“ nnn ,,0.29%

2) Tlone ORDER (Homep Ha nopbuka) - cbabpka camo uudpu
3) Bpemeto B none TIMESTAMP (Jata/dac) ce 3agasa no UTC

4) MNone AD.CUST_BOR_ORDER_ID (MgeHTucmkaTop Ha nopbyka) ce usronsea 3a
npegaBaHe Ha Homepa Ha nopbykaTta kbM baHkaTa Ha e-TbproBeLa BbB
uHaHcoBuTe pannose. lNoneto TpssibBa ga cbabpXa 3HAYEHUETO Ha none
ORDER, koHKkaTeHMpaHO CbC CMMBOJIEH HU3 C AbikMHA Ao 16 cumBona. CbluaT
CMMBOJIEH HU3 MOXe Aa ce u3non3sa Kato BykBeHO-UM(ppOB HOMEP Ha NopbYyKa C
pasmep oo 16 cumsona.

BAXHO! lNoneTto He TpsibBa oa cbabpka cumeon “;”.
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4,

4.1

MNopabpxkaHM TUNOBe TPaHCaKLmn

APGW ob6paboTBa 3asiBkM 3a TpaHCakuunM B paMKUTE Ha BPEMEBM WHTEpBan
GUARDTIME. CtonHoctTa Ha GUARDTIME no nogpas6upare e 15 muH. (900 cek.).

BAXXHO: BanugHo 3a BCM4YKM TUMOBE TpaHcakumm - none RFU He yyacTBa B 3asBKkaTa
unn otroBopa kbm/oT APGW, HO ce BkNOYBa B CMMBOSMHUSA HW3 3a MOANMCBaHE C
AbImKkMHA eguH 6anT 0x2D (3Hak MuHycC "-").

NMnawaHe

TRTYPE=1

TpaHcakuusaTa ,[nawaHe” ce n3non3ea 3a nnawjaHe Ha CTOKU U YCIyTu.

Yuacteawm noneta: TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, DESC,
MERCHANT, MERCH_NAME, MERCH_URL, EMAIL, COUNTRY, MERCH_GMT,
LANG, ADDENDUM, AD.CUST_BOR_ORDER_ID, TIMESTAMP, M_INFO, NONCE,

P_SIGN

Mone

M/O

YcnoBue

TERMINAL

TRTYPE

AMOUNT

CURRENCY

ORDER

DESC

MERCHANT

MERCH_NAME

MERCH_URL

EMAIL

COUNTRY

MERCH_GMT

LANG

ADDENDUM

AD.CUST BOR ORDER ID

TIMESTAMP

44 Eq(e][e][e][e]) (el 4 Y N E R R ES

M_INFO

3agbMnKUTeNHU AaHHWU:

- Wme u hamnnusa Ha KapToabpxaten

(Ha naTuHuua),

- TenecoHeH Homep u/unu e-mail
- - Shipping u/unu Billing address (go 50

cumMBoOna)

3a n3uckBaHe Ha NMbfHa aBTEHTUKALUMUS OT CTpaHa Ha
nsgatens (SCA) ce nogaBa CTOMHOCT
“eyAidGhyZWVEU1JIcXVIc3RvckNoYWxsZW5nzZUluZ

CI6ljA0liB9”

NONCE

M

P _SIGN

M

Tabnuua 3 NoneTta B 3asiBKa 3a TpaHcakums [nawaHe”
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4.2

Moneta, yyactBawm B nognuca Ha 3asiekata: TERMINAL, TRTYPE, AMOUNT,
CURRENCY, ORDER, TIMESTAMP, NONCE, RFU

MoneTta yyactBawum B nognuca Ha otrosopa: ACTION, RC, APPROVAL, TERMINAL,
TRTYPE, AMOUNT, CURRENCY, ORDER, RRN, INT_REF, PARES STATUS, ECI,
TIMESTAMP, NONCE, RFU

MpoBepka 3a cTaTyCc Ha TPpaHCaKLuS
TRTYPE=90

3agaBkata moxe ga e HTTP GET wnn POST. O6uuyaiiHo 3asiBkaTa ce reHepupa oT
CbpBbpa Ha e-TbproBeLa M ce manpawa gupektHo kbM APGW, B criyyan 4e He e
Nnosly4eH OTroBOp 3a TpaHCaKuuA.

APGW cbxpaHsiBa gaHHM 3a TpaHcakumm 3a nocrnegHute 24 yaca. B cnyyan, yve APGW
Hamepu pesynTaTr 3a TpaHcakuusi, OTrOBOPBLT CbAbpXKa AaHHW 3a HamepeHaTa
TpaHcakums B json copmat. AKO TpaHcakumsita He Obae HamepeHa, BanyTata B
OoTroeopa, no nogpasbupaxe, e USD.

Mpn oTroBop Ha 3agaBka 3a npoBepka Ha ctatyc RC=-40 (Client side transaction form
in progress), YiSATO opurnMHanHa TpaHcakums e no-ctapa ot GUARDTIME, moxem ga
cUMTaMe 4Ye opurMHanHarta TpaHcakums He e ycrnewHa (timeout).

BAXHO! lMone ORDER cbabpxa HoOMep nopbyka Ha opurMHanHata TpaHcakums, a
none TRAN_TRTYPE nokasBa TuMna Ha opurMHanHaTta TpaHcakuus. OctaHanute
noneTta ce nogasar cnopep n3ncksaHuaTa B Tabnmua 1.

BAXHO! lMNpu oTmeHeHa TpaHCakuusa cnefsa Aa Ce Hanpasu NpoBepKa 3a TuM Ha
opurMHanHa TpaHcakuma 22 wnn 24. OTroBopbT CbabpXa WHOpMaums 3a
CbOTBETHUA TWUN TpaHcakums, ykasaHa B napametbp TRAN_TRTYPE.

Hsakown ot 3HaveHusaTa Ha noneta “Oenctene” (ACTION) u ,Koa Ha 3aBbpuBaHe” (RC)
B OTroBOpa ca onvcaHun B TabnuuaTa no-gony:

ACTION RC OnucaHue
0 00 TpaHcakuusita e ycnelwHo obpaboTteHa. B oTroBopa ce BpbLua
opurMHanHaTa uHgopmMaums 3a TpaHcakuusTa
5 Kog Ha 3aBbpLuBaHe OT TpaHcakuusTa e oTka3aHa oT usgatens. B otroBopa ce BpbLua
nsgarens opvrMHanHaTta nHgopmaums 3a TpaHcakuusaTa
3 19 HeycnewHa aBTeHTUKauus. MNone statusMsg cbabpka noseye
MHdOpMaLMs 3a HeycneluHaTa aBTeHTUKaLNs:
3 -31 TpaHcakuusita ce obpaboTBa OT u3garens
3 -33 M3BbpLUBa Ce aBTEHTUKALMA Ha KNMEHTa
3 -39 MckaHe 3a noTBbpxgaBaHe Ha KNneHTa
3 -40 MckaHe 3a noTBbpXAaBaHe Ha TpaHcakuusaTa

Tabnuua 4 CtaTyc Ha TpaHcakuus
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4.3

3HavyeHuaTa Ha noneta ACTION n RC ca onucaHu B Touka 3.2

BAXKHO! OTtpuuaTtenHuTte ctorHocT Ha none RC Moxe ga ce NpoMeHNAT B Xoda Ha
3aBbpLUBaHE Ha TpaHcaKUusTa.

Yyacteawm noneta: TERMINAL, TRTYPE, ORDER, TRAN_TRTYPE, NONCE,
P_SIGN

Mone M/O YcnoBue

TERMINAL

TRTYPE

ORDER

TRAN_TRTYPE

NONCE

<NNEHNENEES

P _SIGN

Ta6bnuua 5 NMoneTta B 3asiBKa 3a TpaHcakuma ,[1poBepka 3a cTaTtyc Ha TpaHcakums”
MoneTa yyacTtBawm B nognuca Ha 3asaBkata: TERMINAL, TRTYPE, ORDER, NONCE

MoneTta yyactBawm B nognuca Ha otrosopa: ACTION, RC, APPROVAL, TERMINAL,
TRTYPE, AMOUNT, CURRENCY, ORDER, RRN, INT_REF, PARES_STATUS, ECI,
TIMESTAMP, NONCE, RFU

OTMsAHa Ha nnawaHe

TRTYPE=24

3asaBkata moxe ga e HTTP GET vnn POST. ObuyanHo 3asiBkaTta ce reHepupa ot
CbpBbpa Ha e-TbproeeLa n ce nanpatla gMpekTHo kbm APGW.

TpaHcakumaTa ot tvn “OTmsHa Ha nnawaHe” (Reversal) npeagctaBnsgeBa OTMsiHA Ha
npeoxoaHo “Mnawaxe”. CymaTta Ha OTMsHaTa MOXe [a e No-Marka Unu pasHa Ha Tasu
OT MbpBOHa4anHaTa TpaHcakuusi. 3a BCAKa OCbLLUECTBEHaA ornepauusi MoXe Oa ce
HanpaBu camo egHa OTMsiHa (ycrewHa unu HeycnewHa) B pamkute Ha 30 AHu OT
MbpBOHaYanHaTa onepauus.

Mpu HeycnelwHa oOTMsSHA TbproBeLbT MOXe Oa € 00bpHe KbM obcnyxBawaTta
hrHaHCOBa UHCTUTYLMSI.

Akuentupawjata MHCTUTYUMS Ha e-TbproBeua Moxe [a MMa [AOMbIHUTENHU
N3UCKBaHWUS 3a U3MbIHEHME Ha TO3W TUM TPaHCcaKUus.

Yyacteawum noneta: TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, DESC,
MERCHANT, MERCH_NAME, MERCH_URL, EMAIL, COUNTRY, MERCH_GMT,
LANG, ADDENDUM, AD.CUST_BOR_ORDER_ID, TIMESTAMP, RRN, INT_REF,
NONCE, P_SIGN

Mone M/O YcnoBue

TERMINAL

TRTYPE

AMOUNT

CURRENCY

ORDER

DESC

MERCHANT

MERCH_NAME

MERCH_URL

oo =R

EMAIL
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4.4

COUNTRY

MERCH_GMT

LANG

ADDENDUM
AD.CUST BOR ORDER ID
RRN

INT_REF

TIMESTAMP

NONCE

P SIGN

Tabnuua 6 NMoneTta B 3asiBKa 3a TpaHcakuma ,OTMsiHA Ha NnallaHe”

ZIZ == |I=E[Z]|Z(0]0]|0

BAXHO! NMoneta ORDER, RRN 1 INT_REF cbabpxaT CTONHOCTUTE OT OpUrnMHanHaTa
TpaHcakums ,lnawaHe”.

Moneta ydyactBawm B nognuca Ha 3asskata: TERMINAL, TRTYPE, AMOUNT,
CURRENCY, ORDER, TIMESTAMP, NONCE, RFU

MoneTta yyactBawum B nognuca Ha otrosopa: ACTION, RC, APPROVAL, TERMINAL,
TRTYPE, AMOUNT, CURRENCY, ORDER, RRN, INT_REF, PARES_STATUS, ECI,
TIMESTAMP, NONCE, RFU

NbpBOHaYanHa aBTOpPU3aLUA
TRTYPE=12

3a npuknioyBaHe Ha TpaHcakuusata ,[TbpBoHavyanHa aBTopusauva“ e Heobxoaumo
nocrefBalLo nyckaHe Ha TpaHcakuus ,3aBbplLUBaHe Ha aBToOpM3aLMS.

YuacTeawm noneta: TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, DESC,
MERCHANT, MERCH_NAME, MERCH_URL, EMAIL, COUNTRY, MERCH_GMT,
LANG, ADDENDUM, AD.CUST BOR_ORDER_ID, TIMESTAMP, M_INFO, NONCE,
P_SIGN

Mone M/O YcnoBue
TERMINAL

TRTYPE

AMOUNT

CURRENCY

ORDER

DESC

MERCHANT

MERCH NAME

MERCH URL

EMAIL

COUNTRY

MERCH GMT

LANG

ADDENDUM

AD.CUST BOR ORDER ID
TIMESTAMP

ZIZ|IZ[Z[O|O|O|o|I0IZIZIZIZIZEIEIR

3aabmKUTeNnHU gaHHW:
M_INFO
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- Ume n cbamunusna Ha
KapToabpxarten (8o 45 cumBona Ha
naTuHuUa),

- TenedoHeH HoMep u/unu e-mail Ha
KapToabpXxaTtens

- Shipping n/unu Billing address (go 50
cumBona)

3a 13ncKkBaHe Ha NbiiHa aBTEHTUKaLMS OT
cTpaHa Ha nsgatens (SCA) ce nogasa
CTOWHOCT
“‘eyAidGhyZWVEU1JIcXVIc3RvckNoYWxsZ
W5nZUIuZCI6ljA01iB9”

NONCE

M

P_SIGN

M

Tabnuua 7 NMoneTta B 3asiBKa 3a TpaHcakuusa [TbpBoHa4YanHa asTopusauus”

Moneta yvactBawm B nognuca Ha 3asiekata: TERMINAL, TRTYPE, AMOUNT,
CURRENCY, ORDER, TIMESTAMP, NONCE, RFU

MoneTta yyactBawwm B nognuca Ha otroeopa: ACTION, RC, APPROVAL, TERMINAL,
TRTYPE, AMOUNT, CURRENCY, ORDER, RRN, INT_REF, PARES STATUS, ECI,
TIMESTAMP, NONCE, RFU
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4.5 3aBbpliBaHe Ha NbpBOHa4YanHa aBTopmsauus
TRTYPE=21

3agaBkata moxe ga e HTTP GET wnn POST. O6uuyaiiHo 3asiBkaTa ce reHepupa oT
CbpBbpa Ha e-TbproeeLa 1 ce nanpatia gMpekTHo kbMm APGW.

TpaHcakumsaTa ,3aBbplliBaHe Ha MNbpBOHaYanHa asTopu3aumsl ce usnonsea 3a
NpUKIYBaHe Ha TpaHcakuusa oT Tun lTbpBOHavanHa asTopu3auusa“. Cymarta Ha
TPaHCaKkumMsTa MOXe Aa € Mno-Marika MnM paBHa Ha cymaTta Ha NbpBOHa4anHata
aBTopm3auusa. 3a BCska OCbLUECTBEHA MbpBOHAaYanHa aBTOpPU3aUUsA MOXEe [a ce
HanpaBu camo e4HO 3aBbpLUBaHE (YCMELUHO UMM HeyCneLwHo) B pamkmuTe Ha 30 aHu.
AkuenTupawata WHCTUTYUMST Ha e-TbproBela MoOXe JAa wuma OOMbIHUTENHU
N3MCKBaHWUS 3a U3MbIHEHNE HA TO3W TUMN TPaAHCAKUMUSI.

Mpu HeycnewHo 3aBbpLUBAHE TbProBeUbT CrieaBa Aa HanpaBsu HoBa aBToOpU3aLms.

Yuacteawum noneta: TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, DESC,
MERCHANT, MERCH_NAME, MERCH_URL, EMAIL, COUNTRY, MERCH_GMT,
LANG, ADDENDUM, AD.CUST_BOR_ORDER_ID, TIMESTAMP, RRN, INT_REF,
NONCE, P_SIGN

Mone M/O YcnoBue
TERMINAL
TRTYPE
AMOUNT
CURRENCY
ORDER

DESC
MERCHANT
MERCH NAME
MERCH URL
EMAIL
COUNTRY
MERCH GMT
LANG
ADDENDUM
AD.CUST BOR ORDER ID
RRN

INT REF
TIMESTAMP
NONCE

P SIGN

N ENEHEEEEElElEE N ENHEHEEEEE

Tabnuua 8 MNoneTa B 3asBKa 3a TpaHcakums ,3aBbpLUBaHe Ha MbpBOHaYanHa
asTopusaumnga”

BAXHO! Noneta ORDER, RRN 1 INT_REF cbabpXat CTOWHOCTUTE OT OpUrnHanHata
TpaHcakums ,[MbpBOHavYanHa asTopmsauna’.

Moneta yuactBawm B nognuca Ha 3asBkata: TERMINAL, TRTYPE, AMOUNT,
CURRENCY, ORDER, TIMESTAMP, NONCE, RFU
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4.6

MoneTta yyactBawwm B nognuca Ha otroeopa: ACTION, RC, APPROVAL, TERMINAL,
TRTYPE, AMOUNT, CURRENCY, ORDER, RRN, INT_REF, PARES_STATUS, ECI,
TIMESTAMP, NONCE, RFU

OTMsiHa Ha NbpBOHa4YanHa aBTopu3auus
TRTYPE=22

3agaBkata moxe ga e HTTP GET wnn POST. O6uuaiiHo 3asiBkaTa ce reHepupa oT
CbpBbpa Ha e-TbproeeLa u ce nanpatia gMpekTHo kbMm APGW.

TpaHcakumsta or Tun ,OTMsAHa Ha nbpBOHA4YanHa aBTopu3aums“ (Reversal)
npeacTaBnsisa OTMsIHA Ha NPeAxXoAHa aBTopm3aums.

Heobxooumo e cymaTa Ha OTMsiHa Ha MbpBOHAYanHa aBTopu3auns Aa paBHa Ha Tasu
OT MbpBOHayanHaTa TpaHcakuusi. 3a BCska OCbLUECTBEHA ornepauusi MoXxe na ce
HanpaBu camMo efHa OTMsiHa (ycreluHa unu HeycnewHa) B pamkute Ha 30 OHM OT
NbpBOHaYanHaTa onepauus.

Mpu HeycnelwHa OTMsSIHA TbProBeUbT crnedBa Aa ce 0O0bpHe kbM obcnyxBalwiaTta
brHaHCOBA UHCTUTYLUS.

AkuenTupawata WHCTUTYUMSI Ha e-TbproBela MoXe [Aa Wuma AOMbiHUTENHM
N3NCKBaHWUSA 3a U3MbMHEHNE Ha TO3W TUMN TpaHCaKLUUS.

Yyacteawm noneta: TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, DESC,
MERCHANT, MERCH_NAME, MERCH_URL, EMAIL, COUNTRY, MERCH_GMT,
LANG, ADDENDUM, AD.CUST BOR_ORDER ID, TIMESTAMP, RRN, INT_REF,
NONCE, P_SIGN

Mone M/O YcnoBue

TERMINAL

TRTYPE

AMOUNT

CURRENCY

ORDER

DESC

MERCHANT

MERCH_NAME

MERCH_URL

EMAIL

COUNTRY

MERCH_GMT

LANG

ADDENDUM

AD.CUST_BOR_ORDER_ID

RRN

INT_REF

TIMESTAMP

NONCE

NN EHE EEEElElEllE N ENHEEEREEE

P _SIGN

Tabnuua 9 MNMoneTta B 3asBKa 3a TpaHcakumd ,OTMsSHaA Ha MbpBOHAYanHa
aBTopusauma“

BAXHO! NMoneta ORDER, RRN n INT_REF cbabpxaT CTONHOCTUTE OT OpUrnHanHaTta
TpaHcakuus ,[TbpBOHaYanHa aBTopm3auns’.
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4.7

Moneta yuactBawm B nognuca Ha 3asekata: TERMINAL, TRTYPE, AMOUNT,
CURRENCY, ORDER, TIMESTAMP, NONCE, RFU

MoneTta yyactBawwm B nognuca Ha otroeopa: ACTION, RC, APPROVAL, TERMINAL,
TRTYPE, AMOUNT, CURRENCY, ORDER, RRN, INT_REF, PARES_STATUS, ECI,
TIMESTAMP, NONCE, RFU

NoBTOpHa TpaHcakuusa npu Soft Decline
TRTYPE=1,12

MNpn nonyyaBaHe Ha OTroBOP OT aBTOpM3auUMOHHATa cucTemMa 3a OTka3 Ha
TpaHcakumaTta ¢ kog RC 65 3a Mastercard unm 1A 3a VISA, APGW reHepupa
aBTOMATMYHO MOBTOpHA 3asBka kbM ACS Ha usgartens 3a nbifiHA aBTEHTUKAUUS U
NMOBTOPHA 3asiBKa 3a aBTopu3aLmsa KbM n3gaTtens.

KoraTto noBTopHaTa onepaums € HeycnellHa, TpaHCaKuusTa 3aBbpluBa C KOA Ha
otrosop 1A.
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5. Kpwuntorpadcku onepauum

MpuNoXxHWAT NPOTOKON 3a Bpb3Ka € nnatexHusi cbpebp Ha BOPUKA (APGW) nauckea
obmeHsHNTE cbobLleHnsa ga 6baaT nognucaHn ¢ umMdpos Noanuc.

Tasn ocobeHocT onpenenst HEO6Xo0AMMOCTTa OT NO3HABaHEe Ha HSKOM KpunTorpadcku
onepaumu.

Bcekun e-Tbproeew nognvcea 3asBkUTE CbC CBOS YacCTeH KIToY U NpoBepsiBa nognvca
B OTroBopuTe ¢ Ny6nuyHua kntod Ha APGW.

Mo-pgony ca nokasaHn NpUMepV 3a U3NbIIHEHWE HA XapaKTepHUTe KpunTorpadcku
onepaumm ypes nanonassaHe Ha OpenSSL.

5.1. UudpoB noanuc 3a nognuceaHe Ha CbobOLUeHne

LincbpoBust nognuc  ocurypsiea  MNOCTUFAHETO HA TPU  OCHOBHM LenM B
NHOPMaLMOHHATa CUYPHOCT — LAANOCT Ha CbOOLLEHNETO, aBTEHTMKALMS Ha CTpaHUTe
N HEBB3MOXXHOCT OT OTpMYaHe Npu pasmMeHsHUTE AaHHK Mexay e-Tbproeeua n APGW.
MoneTo, B kOeTO ce NpegaBa e P_SIGN.

B 3aBucumoCT OT Tuna cbobuieHne - 3asiBKa UnvM OTroBop, NOANMUCHT ce chopmumpa
BbpXy 4acT oT nonetata B Tabnuua 1 wnm Tabnuua 2. B 3aBMcMMOCT OT Tuna
TpaHcakumnsa (TRTYPE), morat ga ce BKO4YBaT pasnuMyHM nofneta OT MOCOYEHUTE B
Te3n Tabnmun. MNpn onucaHmMeTo Ha TpaHcakumnTe B Pasgen 4 3a BCEKM TN ca yKas3aHu
nonetaTa, BbpXy KOMTO ce npasu UnudpoB NOANUC B 3asiBkaTa u oTroBopa ot APGW.

3a uudposus noanuc B 3aaskute kbM APGW Bcekun e-TbproeeL, M3nosiasa codbcTBeHun
ABonkn RSA kntoyoBe, pasnuyHy 3a TecToBa U NPoAYyKUMOHHA cpefa. ANroputbMbT,
KOWTO Ce U3nons3Ba 3a reHepupaHe Ha aBouika knodose e RSA PKCS#1.

CbXxpaHeHMeTo 1 NoaMaAHaTa Ha YacTHUA KoY Ha TbproseLia € HeroBa OTrOBOPHOCT..
YacTHuTe KkntoyoBe Ha TbproeeLa TpsibBa a ce CbxpaHsBaT OT TbproseLa no CUrypeH
HauuH, Taka Ye Oa He cTaBaT AOCTOsiHME Ha TpeTu nuua. He Tpsbea ga ce manpaiuar
NPU HUKaKBM ODOCTOATENCTBA NO EeNeKTPOHHa Molwa WK Apyr KaHham, T.K. ToBa e
npeanocTtaBka 3a KOMMpOMEeTWpaHe U crnedBa Aa 6boaT aeakTMBMpaHW UM da ce
nsnanat HOBW.

ﬂpenopquTenHo € reHepunpaHeTto Ha HOB YaCTEH KI4 Mpu BCAKa nogmMsaHa Ha
N3TEKDbI cemechKaT nnn ny6r||/|'-|eH KITHOM.

KogosaTa Tabnuua, kosaTo ce nonsea no nogpasbdupaHe, e UTF-8.

AnropuTbMbT 32 NOANUCBaHE Ce npunara BbpXy CUMBOMHUS HK3. [NognvcBaHeTo
CTaBa C YaCTHWSA KoY Ha e-TbproseLa, CbOTBETHO 3a TECTOBA U NPOAYKLMOHHA cpeaa.

MpoBepkaTa Ha nognuca B oTroBopute ot APGW ce n3BbpLUBa OT BCEKN e-Tbproeel,
nocpeactBoM ny6nuyHms knod Ha APGW, cbOTBETHO 3a TecToBa M NPOAYKUMOHHA
cpena.

Jiunceawo none B 3asgBkata kbm APGW, yyacTBallo B npoBepkaTta Ha noanuca, ce
3amecTBa ¢ eguH 6ant 0x2D (3Hak MuHyc "-").

Jinnceawo none B otroBopa ot APGW, yyacTeallo B npoBepkata Ha nognuca, ce
3amecTBa ¢ eguH 6ant 0x2D (3Hak MuHyc "-").

APGW nogabprka cxema Ha nognuc MAC_GENERAL, koeTo .

ocurypsisa ONMbHUTENHA CUTYPHOCT NPY U3BBbPLUBAHE HA TPaHCaKLMW, CBbP3aHU CbC
3ana3BaHe Ha KapTa v nocneaBaloTo nsnonseaHe Ha TokeHlMoneTa 3a cchopmupaHe
Ha cumBoneH HM3 3a nognuc no cxema MAC_GENERAL:
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5.2

N |TRTYPE| P_SIGN FIELDS_REQUEST P_SIGN_FIELDS_RESPONSE
ACTION, RC. APPROVAL, TERMINAL,
TERMINAL, TRTYPE, AMOUNT, | 1orvpE AMOUNT, CURRENCY, ORDER,
1| 1 |CURRENCY, ORDER,
O RRENC Y, ORDER: U RRN, INT_REF, PARES_STATUS, ECI.
! ’ TIMESTAMP, NONCE, RFU
TERMINAL, TRTYPE, AMOUNT. | ACTION, RC, APPROVAL, TERMINAL,
,| 4, |CURRENCY, ORDER, TRTYPE, AMOUNT, CURRENCY, ORDER,
TIMESTAMP, NONCE, RFU RRN, INT_REF, PARES_STATUS, ECI.
TIMESTAMP, NONCE, RFU
TERMINAL, TRTYPE, AMOUNT. | ACTION, RC, APPROVAL, TERMINAL,
s| 1 |CURRENCY, ORDER, TRTYPE, AMOUNT, CURRENCY, ORDER,
TIMESTAMP, NONCE, RFU RRN, INT_REF, PARES_STATUS, ECI.
TIMESTAMP. NONCE, RFU
TERMINAL, TRTYPE, AMOUNT. | ACTION, RC, APPROVAL, TERMINAL,
4| 5 |CURRENCY,ORDER, TRTYPE, AMOUNT, CURRENCY, ORDER,
TIMESTAMP, NONCE, RFU RRN, INT_REF, PARES_STATUS, ECI,
TIMESTAMP. NONCE, RFU
TERMINAL, TRTYPE, AMOUNT, | ACTION. RC, APPROVAL. TERMINAL,
s| .4 |CURRENCY, ORDER, TRTYPE, AMOUNT, CURRENCY, ORDER,
TIMESTAMP, NONCE, RFU RRN, INT_REF, PARES_STATUS, ECI.
TIMESTAMP. NONCE, RFU
TERMINAL, TRTYPE, ORDER, ACTION, RC. APPROVAL. TERMINAL.
s| oo |NONCE TRTYPE, AMOUNT, CURRENCY, ORDER,
RRN, INT_REF, PARES_STATUS, ECI.
TIMESTAMP, NONCE, RFU

Tabnuua 10 lMoneTa, ydacTBalum B cchopmupaHe Ha nognuca, cnope smaa Ha
cbobuieHneTo, no cxema MAC_GENERAL

BAXXHO: B HacToswwaTa Bepcusi Ha uHTepdenca 3HadeHmeTo Ha none RFU (Reserved
for Future Use) B cumBOonHMA HU3 3a noanuceaHe e eauH 6ant 0x2D (3Hak MuHyc "-").
Mone RFU e 3ana3eHo 3a 6baeLo non3saHe B CMMBOJSTHUSA HX3 3@ MOANUC U He y4acTBa
B 3asBKaTa unu otrosopa kem/ot APGW.

Mpumepm 3a noanuceBaHe Ha 3asBka 1 Banvaaumsa Ha otroeop ot APGW Ha PHP-B
MpunoxeHue 1.

MpumepHU paspaboTkn Ha MHTepdelica, tool 3a cbaaaBaHe Ha YacTeH KoY U 3asiBKa
3a cepTudukaTa, KakTo 1 AONbIHUTENHA UHOPMaLIMS MoraT Aa ObaaT HaMepeH!
Ha:

https://3dsgate-dev.borica.bg/

BAXHO! lNone TIMESTAMP e B yacoBa 3oHa UTC. He ce gonycka pasnuka mexay
TIMESTAMP B 3aaBkaTa un Tekyoto Bpeme Ha APGW, B UTC, no-ronsima ot 15
MUHYTW. 3a Bbnrapua otmecTBaHeTo e “+03” naTHo Bpeme u “+02” 3MMHO Bpeme.

Mpumep PHP:
= gmdate('YmdHis');

FeHepupaHe Ha YacTeH KIn4 3a noanMcBaHe Ha
cbobuweHusaTa ¢ OpenSSL

TectoBun TeEPMUHan:

openssl genrsa -out privatekeyname_T.key [-aes256] 2048


https://3dsgate-dev.borica.bg/
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5.3

MpoAyKUMOHEH TepMUHan:

openssl genrsa -out privatekeyname_P.key [-aes256] 2048

3abenexku:
e privatekeyname_T — nme Ha reHepupaHusa YacTeH KoY 3a TeCTOBM TepMuHan,
e privatekeyname_P — nme Ha reHepupaHnsa YacTeH KoYy 3a peaneH TepMuHan;

e  OMnuMOHaneH napameTbp -aes256 — 13MNon3ea ce Npu xenadve aa ce 3alinTh C
napona reHepupaHnsa YacTeH KIou;

e 2048 e pa3amepbT Ha Kntoda B GuToBE.

Upes komaHOaTa e 3aa4bimKUTENHO Aa ce Cb3ganaTt ABa pasfnvyHM KIoda: 3a TeCToBUS
M 3a peanHua TepmuHan. Te ce u3nonseaT 3a MNOAMMCBaAHE Ha CbOOLEeHUsTA,
nsnpaLlaHm kbMm nnatexHus cbpebp Ha BOPUKA. YacTHuTe kntovoBe ce reHepupat
OT e-Tbproseua 1 Tpsibea Aa 6baaT CbxpaHABaHU OT HErO MO CUTYPEH HAYVH.

BAXXHO! MNMpenopbynTeENHO € YaCTHUAT KoY 3a NPOAYKLUMOHHA cpeda Aa e 3aluTeH
C napona.

FeHepupaHe Ha 3asiBKa 3a cepTudumkar c
OpenSSL

VMimMeHaTa Ha Bede reHepupaHuTe 4acTHW KNHOYOBE OT MpeaxogHata CTbhka ce
n3non3eatr B KOMaHAUTE 3a reHepupaHe Ha 3asdBKMTE 3a cepTudumkaTu B 4YacTTa
[privatekeyname_T.key u privatekeyname_P.key].

TecToBU TEPMUHAN:

openssl req -new -key privatekeyname_T.key -out
VNNNNNNN_YYYYMMDD_T.csr

PeaneH TepmuHan:

openssl req -new -key privatekeyname_P.key -out
VNNNNNNN_YYYYMMDD_P.csr

E-TbproeeubT TpssbBa Oa reHepupa OBe 3asiBKM 3a cepTudmnkaTi, KOMTo ce nanpawlat
3a noanucsaHe B BOPUKA:

e 3asBKa 3a cepTUdMKaT 3a TECTOBUS TEPMUHANM;
e 3asBKa 3a cepTuduKaT 3a peanHus TepMunHan,
MmeHaTta Ha dainoBeTe ce cb3gasart Mo criegHata KOHBEHLMS:

VNNNNNNN_YYYYMMDD_Z, kbaeto:

VNNNNNNN — TID Ha TepmuHana, npegocTtaBeH oT ®uHaHcoBaTa MHCTUTYLMSA
YYYYMMDD — pgata Ha 3asaBka BbB chopmat NognHaMeceu/leH

Z — TUN Ha uckaHuna ceptudmkar, 3HadeHus — T — 3a cpeda 3a TecTtoBe, P — 3a
NpoAyKUMOHHa cpeaa
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5.4 3aabnxKuTenHu norneta Ha ceptudukara

(VI3I'II/ICaHVI Ha NnatnHuua, Oes cneunanHu CVIMBOJ'II/I)Z

e Common name (CN) — nve Ha gomeriHa (Hanpumep: merchantdomain.bg, nanucea
ce 6e3 http:// vnun https://)

e  Organization Unit Name (OU) — TID Ha TepmuHana
e Organization Name (O) — nme Ha dupma,

e Locality Name (L) — HaceneHo mMAcTo

e  State or Province Name (ST) — obnact/paiioH

e Country Name (C) =BG

e Email Address

3a ch3/1aBaHe HA YaCTEeH KIIIOY U 3asBKa 33 CEpPTU(HKAT MOXKE J1a ce MOJ3Ba CleaHara
cTpanuua https://3dsgate-dev.borica.bg/generateCSR/

YacTHuTe KnyoBe ce BbBeXAaT B CUCTeMata Ha  TbproeBeua. 3asBkaTa 3a
ceptudmkar (.csr file) 3a TectoBa cpega ce kauesa B Merchant Portal — cpega 3a
npoBexaaHe Ha TecToBe https://3dsgate-dev.borica.bg/mwp cert, a 3asBkarta 3a
npoaykumMoHHa cpega ce kadysa B Merchant Portal — npogykumoHHa
https://3dsgate.borica.bg/mwp/static/.

Hepgonyctnmo e kausaHeTo B MP Ha dhann ¢ YacTeH KItoy.

5.5 [lpeoGpa3yBaHe Ha 4YacTeH KoY 1 ceptudmkar
B PKCS12 chopmaTt ¢ OpenSSL

openssl pkcs12 -export -inkey privatekeyname_Z.key -in
VNNNNNNN_YYYYMMDD_Z.cer -out keystore_name.p12

openssl pkcs12 -export -inkey privatekeyname_Z.key -in
VNNNNNNN_YYYYMMDD_Z.cer -out keystore_name.pfx

privatekeyname_Z.key e nmeTo Ha CbOTBETHWUSA YaCTEH KNioY (reHepupaH B T7.5.2), CbC
cnegHuTe 3HadveHua: T — 3a cpefa 3a TectoBe, P — 3a NpoAyKUMOHHa cpeaa;
VNNNNNNN_YYYYMMDD _Z e nmeTo Ha CbOTBETHUSA cepTudukat (MonyyeH oT
Bopuka B pesyntat Ha nsnpateHu 3aaBku OT T.5.3), CbC cnegHute 3HaveHus: T — 3a
cpena 3a TecTtoBe, P — 3a npoayKUMOHHa cpeaa

5.6 [poBepka Ha YacTeH K4 / cepTuchumkar c
OpenSSL

TbproBeubT MOXe Aa NPOBEPWU Aanv U3MOMN3BaHUsi YacTeH KIY 3a noanuc Ha
3aaBKaTta 1 nyenuyHua Ky (nonyvyeHnsaT ot bopuka cepTudumkaT) B TepmmuHana ca
BanuaHa asonka RSA knoyoBe 4ypes npecmaTaHe Ha md5 (KOHTponHa) cyma. Ako
npecMeTHaTMTe CyMy CbBNagat, TO YacTHUAT M NybnuyHmaT kntoy ca RSA aBovika
KroyoBe.

openssl rsa —noout —modulus —in privatekeyname_Z.key | openssl md5

openssl x509 —noout —modulus —in VNNNNNNN_YYYYMMDD_Z.cer | openssl
md5


https://3dsgate-dev.borica.bg/generateCSR/
https://3dsgate-dev.borica.bg/mwp_cert
https://3dsgate.borica.bg/mwp/static/
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5.7

KbaoerTo:

- privatekeyname_Z.key e UMeTO Ha YaCTHMS KIKOY Ha TepMUHana,

- VNNNNNNN_YYYYMMDD_Z.cer e nmeTto Ha nognucaHnsa ceptudumkaT Ha TepMun-
Hana,

- Z — TN Ha UcKkaHusa cepTudmkaT, 3HadyeHnsa — T — 3a cpefa 3a Tectose, P — 3a
NpoayKUMOHHa cpefa

CcdopmupaHe Ha noagnuca B 3aaBKa KbMm APGW

Mpn msnpawaHe Ha 3asBka kbM APGW, e-TbproBeubT 3agbIDKUTENHO MOAnMCBa
CbOOLLIEHMETO C YaCTHMSI CU KItoY, CbOTBETHO 3a cpeda 3a TECTOBE MMM NPOAYKLUMOHHA
cpeaa.

B cnepgpawarta tabnuua ca n3bpoeHn nonetara OT 3asiBKarta, KOMTO y4yacTBaT B
noanuca, 3a TpaHcakuma tun ,l1nawaHe”, 3aegHo C TEXHUTE OBbITKUHU U 3HAYEHNS.

Bpon
Mone OnucaHue 6anToBe 3Ha4yeHue

B UTF-8

TERMINAL | TepmuHan 8 V1800001

TRTYPE Tun Ha 1 1

TpaHcakuus

AMOUNT Cyma 4 9.00

CURRENCY |Banyra 3 BGN

ORDER Mopbuka 6 154744

TIMESTAMP | OaTta/yac 14 20201012124757

NONCE 32 9EADBD70COA5AFBAD3DF405902602F79

RFU (Reserved 0 _

for Future use)

Ta6bnuua 11 MNMpumep 3a chopMmpaHe Ha CUMBOJIEH HM3 3a NOANUCBAHE NPU NnawjaHe

TpeTaTa KomnoHa cbabpxa 6posi GanToBe, KOMTO 3aeMa 3Ha4YeHMETO Ha CbOTBETHOTO
none.

CUMBOIHMAT HU3 3a nognuc e:

8V18000011149.003BGN61547441420201012124757329EADBD70COASAFBAD3D
F405902602F79-

B 3eneH uBAT ca oTOenaAsaHn ObmKUHUTE.
O6Lwarta gb/mk1MHa Ha NoseTo 3a Nnognuc B cny4yad e 78 cumBona.

Camo c wunocTpaTMBHaA LEN, ako FOpHUSAT CMMBOMEH HM3 Obae npeacTtaBeH KaTo
rnocrneaoBaTenHoCT OT 6aNToBe B LUECTHaAECETUYEH BU €:

385631383030303031313134392E30303342474E363135343734343134323032303
13031323132343735373332394541444244373043304135414642414433444634303
53930323630324637392D

BAXHO! [Mpu cchopmmpaHe Ha CMMBOSMHNSA HU3 3a NOANMCBAHE € HeobxoaMMo fa ce
cnasea NopeaHOCTTa Ha noneTara.
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5.8 [poBepka Ha noanuca B otroBop ot APGW

Mpn nonyyaBaHe Ha otroBop OT APGW, e-TbproBeubT € ANbXeH fa npoBepu
BanNuAHOCTTA Ha nognuca, kaTo uanonasea nybnuyHmna knod Ha APGW, cboTBeTHO 3a
cpeda 3a TecToBe WM MNPOAYKUMOHHA cpeda. AKO B OTroBopa fvncea norne,
y4yacTBalLlo B NpoBepKaTa Ha nognuca, To ce 3amectBa ¢ eanH 6ant 0x2D (3HaK MUHYC

")

B cnegBawata Ttabnuua ca m3bpoeHn nonetata oT otroBopa Ha APGW, kouto
yyacTBaT B noanuca, 3a TpaHcakuusa tvn lnawaHe”, 3aegHo C TEXHUTE ObIMKUHU U

3Ha4YeHun4.
Bpown
Mone OnucaHue SaB"TOB 3HaveHune
UTF-8
ACTION HenictBne 1 1
RC Kop Ha 3aBbpLuBaHe 2 00
APPROVAL OpobpeHue 6 S97539
TERMINAL TepmuHan 8 V1800001
TRTYPE Twun Ha TpaHcakuma 1 1
AMOUNT Cyma 4 9.00
CURRENCY Banyta 3 BGN
ORDER Mopbuka 6 154744
RRN PedepeHumsa Ha TpaHcakumsTa |12 028601253152
INT_REF BbTpeluHa pedepeHuus 16 97E2F39EFCA1CAF1
PARES_STATUS| Ctatyc Ha ngeHTudmkauus 0
ECI 0
TIMESTAMP Oarta/vac 14 20201012160009
NONCE 32 ggg%%g;;)gOASAFBADBDMO
RFU (Reserved for 0 -
Future use)

Tabnuua 12 MNpumep 3a cchopmmpaHe Ha CUMBOSEH HU3 3a NPOBEpKa Ha OTroBOp MNpu
nnawaHe

TpeTtaTa konoHa cbabpka 6posi 6anToBe, KOUTO 3aema 3Ha4YeHNeTo Ha CbOTBETHOTO
none.

112006S975398V18000011149.003BGN6154744120286012531521697E2F39EFCA
1CAF1--1420201012160009329EADBD70C0A5AFBAD3DF405902602F 79-
B 3eneH uBAT ca oTOenaAsaHn ObMmKUHUTE.

O6waTa agbmknHa Ha NoneTo 3a Nnoanuc B crny4vas e 124 cumsona.

CamMo c uniocTpaTMBHA LIEN ako FOPHUSAT CUMMBONEH HU3 ObAe npeacTaBeH KaTo
nocnenoBaTenHocT OT b6anToBe B LUECTHaAECETUYEH BU, €:

313132303036533937353339385631383030303031313134392E30303342474E363

13534373434313230323836303132353331353231363937453246333945464341314
34146312D2D31343230323031303132313630303039333239454144424437304330
413541464241443344463430353930323630324637392D
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BAXHO! llpn cdopmmpaHe Ha CUMMBOMHWA HM3 3a MpPOBEpPKA Ha OTroBopa €
HeobxoQuMmo Aa ce crna3sa NopeaHocTTa Ha nonetara. [pyvmepn 3a TpaHcakumm
[aHHuTe no-gony ca n3segeHn ot pasnmyHyM TECTOBU Onepauum.

MprmepHn paspaboTkn Ha nHTepdenca morat ga 6baat HaMepeHu Ha:
https://3dsgate-dev.borica.bg/
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BOPUKA Afl
P-OM-41

CUrYPHU NNALWLAHUA YPE3 MHTEPHET
MHCTPYKLUMNA 3A BUPTYAITHU TbPIroBUA

Fpud: C1
O6LWwoaoCTLNEH AOKYMEHT

Bepcus: 7.0 / 26.03.2026 Ctp: 32 o157
6. [lNpumepu 3a TpaHcaKUUU
1]
6.1 NMpumep 3a ,lMnawaHe
UHdopmauusa ot e-Tbproeeua kbm APGW:
TERMINAL V1800001
TRTYPE 1
AMOUNT 80.05
CURRENCY BGN
ORDER 155827
DESC JeTtannu nnawaHe.
MERCHANT 1600000001
MERCH NAME MarasuH uBeTs
COUNTRY BG
ADDENDUM AD,TD
AD.CUST_BOR_ORDER
1D 1558270RDnnn
TIMESTAMP 20240516125932
{"email":"user@sample.com", "cardholderName" :"CARDH
OLDER
NAME", "mobilePhone": {"cc":"359", "subscriber":"8939
99888"},"billAddrLinel":"Codusa, yauia, BJI0K
2", "shipAddrLinel":"Cobus, ©Oyini., HOMep 3"}
M INFO
NONCE DC221A460F21374894BD289AE3B34AB4
61F1EDF199D68D0139D1A512D713D27FD55A6C891BR598F929A3CE34
66D8577F709EAFDCCF8BAO6C8966EF8440B3D189950DES4F8E6786E
BBOOD9C96BF22BR1F1A6D4ASFFAOBEE3F3301331BABR32C6CD58E955RB
09F4BOFCE88E053553FED50D0D07AA23F04DF30EA1AO020E7FAD1ECF
S5E7D5FC2D01A196FC8CF7C90A06635DD09B8536E7E922F462024CA9
4228F28F81629FD44760CB17193D25BF4998E6D183D8A3EDC5F1435
238ADC7DA7888C96A8C6EBBO01D292E9B886COCFF1DB9A3B64D86297
D77CE87B68FEFB185B2EBC154DF638F44FA84F1C9CA35A72B0B265E
TEF74CC65287FC3F4743521AFB93F1F1E1D4E67A1A55C259F5907D7
E3FDA74733AF541FE
P _SIGN

MAC (P_SIGN) - Calculation info

macFields NONCE, RFU]

[TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, TIMESTAMP,

macSourceValue ADCB6127D273CD15DAEC3-

8V18000011141.003BGN6145659142020101311571532FC8AC36A9FD

Tabnwuua 13 MNMpumep 3a 3asaBka ,lMnawaHe”



mailto:user@sample.com

BOPVKA A CUIYPHU MMNALLAHUS YPE3 UHTEPHET Fpucp: C1
P-OM-41 L O6LWwoaoCTLNEH AOKYMEHT

Bepcusna: 7.0/ 26.03.2026 WHCTPYKLIS 3A BUPTYANTHU THPIOBLIU Ctp: 33 o1 57

Cnep HaTuckaHe Ha 6yToHa Approve ce n3Bexaa CTpaHuuaTta 3a BbBeX4aHe Ha
JeTtannu 3a kapTa.

Brnrapckn v

BproEel MarazuH UEETR
Homep Ha nopL4ka 161734

JNUCaHKe NeTannu nnawaxe.
Cyma 20.00 BGN

Texywiara ceclA watida cnen 14m 455

Kapta Homep ™ oo 19 umdbpw
Banuoua oo = MIMTT

CW2ICVC2 *

“IANLMEUTENHA NONETA

VISA @ —
B-Secured |D Check Protect

Processed b J BORICA

Bard




BOPUKA Afl Mpucp: C1

CUrYPHU NNALWLAHUA YPE3 MHTEPHET

P-OM-41 WHCTPYKLIMSA 3A BUPTYANTHU TbPrOBLIU

Bepcusna: 7.0/ 26.03.2026

Ako BbBefeHaTa kapTta e peructpmpaHa B ACS 3a 3-D Secure, ce n3Bexga ekpaH 3a
aBTEHTMKaUMs Ha kapToabpxaTtens npe3 ACS-a Ha MHCTUTYUMsiTa, KOSTO My € nsgana
KapTaTa:

- [

VISA
BORICA

S K
A£ BANK SERVICES SECURE

BtBenerte Bawara napona

Toprosey First Test POS
onucaxue Hetannu nnawaxe.
1.00 BGN
Nata 10/14/2020
Lok Ha i sxrx wEER T6AE (0044

Bnesme s b-Mobatuin, 3a a sudume naponama.

OuHamuyHa napona

NMnoTBLPAU

W3xon kd JonvnHutenHa nidopmayma
pMaly

Cnen 3aBbpliBaHe Ha TpaHcakuuaTa, YhnpaBleHuMeTo ce npegaBa Ha url,
npeaBapuTENHO 3aafeHo 3a e-TbproeeLa.

Moneto RC=00 nokasBa ycneLuHa TpaHcaKums.

MokasaHuTe ekpaHu ca NPUMEPHU 1 UMAT 3a Liefl caMo Aa UtocTpupaT NpeacTaBaHeTo
Ha MHdopMauuATa No BpeMe Ha TpaHcakuus. Mpu paspaboTkaTa Ha BCEKM pearneH
caiiT € Bb3MOXXHO TOI [a U3rnexaa rno pasfmnyeH HaunH.

B cneppawarta tabnuua ca nsbpoeHn BCUYKM NPOMEHNBU U TEXHUTE 3HAYeHUs 3a
pesynTata OT TpaHcakuusaTa.

O6LWwoaoCTLNEH AOKYMEHT
Ctp: 34 or 57



BOPUKA Afl
P-OM-41

Bepcusna: 7.0/ 26.03.2026

Fpud: C1
CUIYPHW NNALLAHUS YPE3 MHTEPHET
MHCTPYKLIUS! 3A BUPTYAINHMN ThPrOBLIM 06"*°”°°"”;:‘_“‘;"5y:'f;;

OTtroBop ot APGW:

Parameter Length | Value

ACTION 1 0

RC 2 00

STATUSMSG 8 Approved. No errors

TERMINAL 8 V1800001

TRTYPE 1 1

AMOUNT 4 1.00

CURRENCY 3 BGN

ORDER 6 170403

TIMESTAMP 14 20201013140707

TRAN_DATE 14 20201013170707

APPROVAL 6 S19527

RRN 12 028701253242

INT_REF 16 B7A68A9F37E8586E

LANG 0

PARES STATUS 0

AUTH STEP_RES |7 VERES N

CARDHOLDERINFO |0

ECI 2

CARD 16 5100XXXXXXXX0022

CARD_BRAND 3 MCC

NONCE 32 22EA51788AFE61A9D814B771A8FAG379
31C6507191249D361086E1CA70A2A0374ACF9191D765055E
10ACB93D720E934FEBE44E59D41D19C7B976CF358FA572B
12EB08556EA602141E983F6FC93F106B0249780C192FAD7B
C6411C33E966317804681D692CCDAF42F7494B1B7A7EDSA
B23CB8DESF0621E0C3582671BD222A3E5409538D9BD93F 1
1B150B75D0C59AAC5E77D439FE14A6B494C8FECB1C2386
7A77D291E34425B5F1A6E9QCBA9B92E3BC344E2C9AFADA45
E2AE2D1313200A80DE26C2DD870E63AFEADASEDAEF4DF
5B32AD533D68665CB8F7F6E42D8ED7FFE31415FFAED25B3
BA159063A9FC542FA958719016697CE9760954A58A2AF077

P_SIGN 512 BA049D1DD2216242D80572AA0EA98A39CD7C8DDB5BE

Tabnuua 14 Npumep 3a otrosop ,lMnawaHe”

==== Response signature from ====

macFields

[ACTION,RC,APPROVAL,TERMINAL,TRTYPE,AMOUNT,CURRENCY,ORDER,RRN,INT_REF
,PARES_STATUS,ECI,TIMESTAMP,NONCE, RFU]

macSourceValue

[102006S195278V18000011141.003BGN61704031202870125324216B7A68A9F37E8586E--
14202010131407073222EA51788AFE61A9D814B771A8FAG379-]

Signature = [true]




BOPUKA Afl
P-OM-41

Bepcusna: 7.0/ 26.03.2026

Fpud: C1
CUTYPHW NNALLAHWSA YPE3 UHTEPHET
WHCTPYKLIMSI 3A BUPTYAITHU ThPrOBLIU 06"*°”°°"”;:‘_“‘;';yrf;;

6.2 [lMpumep 3a ,[lpoBepka cTaTyc Ha TpaHcakumua“

Monetara, ¢ 4aHHKU OT opurnHarnHarta TpaHCakuua, ca yne6eneHV|.

UHdopmaums ot e-Tbproseua kbm APGW ( 3a onepauus Tvn MNnawaxe) :

TERMINAL V1800001
TRTYPE 90
ORDER 114233

TRAN_TRTYPE

1

NONCE

622CAAABBF20C5A21A917DCB8401C336

P_SIGN

5FDG6ESAG6A0121A599594DB1FOFC96F2CEB4CCC7B3B829EODBA74
E1DC4AF115B774A5460AAA268DB65E04B71C6E9EB6A3F7A820C27
D4EA1BC648A19BC97D2577F510F4CDF4BFDGEDA4B8D2B8556479
1ED6287A08282027099F07166FA8416F123FEEBBC920A33A0EDS96
4CA02C49A7ED7D5E61F4B5D53CC14DF542BDF4221DCDA22C5864
FOF722BF989CB7A2BF2ABEOB76F823561A33F2152772312429204A
AB94B58C7AFC82F64D5C20069D4A5B1DF406041CAB77BCCE88C6
F84704B2B33AFC82216C2F41B92129D68933CE1C59F87CEAEGB1E
8CFBEG6DD4CE5898F8FE6453CC7DB7519801FBOSBBDE7973E18A8
6AFF020121B74A65EAD2741BC1D6E39DD42564

MAC (P_SIGN) - Calculation info

macFields

[TERMINAL, TRTYPE, ORDER, NONCE]

macSourceValue

8Vv1800001290611423332622CAAA8BF20C5A21A917DCB8401C336

Tabnuua 15 MNpumep 3a 3asaBka ,[1poBepka cTaTyc Ha TpaHcakumna“ ( 3a

onepauus Tun Nnawaxe)



BOPVKA A CUIYPHU MMNALLAHUS YPE3 UHTEPHET Fpucp: C1
P-OM-41 L O6LWwoaoCTLNEH AOKYMEHT

Bepcus: 7.0 / 26.03.2026 WHCTPYKLIUA 3A BUPTYAITHW THPTOBLIN Ctp: 37 oT 57

PesyntateT oT ,[lpoBepka 3a ctaTyc Ha TpaHcakumsa“ e B json dopmart. Ao
nuncea none, n3nonaeaHo 3a npoeepka Ha P_SIGN, To ce 3amecTBa B ¢ eauH
6ant 0x2D 3Hak muHyc "-". Hanpumep
“1020065449738V180000129041.003BGN612035312028701253195166AF46A
8970774DBB--1420201013152429325E7EFC5D43E684642F0FB8B7F22167B9-

OTtroBop ot APGW (TpaHcakuus ,[TnawaHe” e ycnewHa):

{

"ACTION":"0",

"RC":"00",

"STATUSMSG":"Approved"”,

"TERMINAL":"V1800001",

"TRTYPE":"90",

"AMOUNT":"1.00",

"CURRENCY":"BGN",

"ORDER":"114233",

"TIMESTAMP":"20201016084515",

"TRAN_DATE":"20201016114310",

"TRAN_TRTYPE":"1",

"APPROVAL":" S78952",

"RRN":"029001254078",

"INT_REF":"4C9B34468610CF9F ",

"PARES_STATUS":"Y",

"AUTH_STEP_RES":"ARES_Y",

"CARDHOLDERINFO":"",

"ECI":"05",

"CARD";"4341XXXXXXXX0044",

"CARD_BRAND":"",

"NONCE":"7TA9A2E5CD173AF3F69A87F06E1F602ED",
"P_SIGN":"A20DE81C5723E3A92D8D1B73C7C2B8848A42D3380E9DF9951127E5878AF989E6951F595A52C16CCIBIF690BDC
0165DE8BE4CF2FA5892A17C5F8026011D604AF5723DF4C35486AA0094C1C23AE9617F8BE2C11F448EA40CDB332EBAB73DE
2D33A01AC1BEES83108B788D22D8653F86DFAESBAEB17048869156D2876FD7F8E232BDB1311D5D4EB63C630EC4941EDBF
C70802508F86147714CD7E671014EC8D56882070B6B203FFECEQ07A67FED6D20C9F4E4637ES8EASBOFE274AD4D8965CB702
5BD205F259E41EAF2E48E5566099842B02FB89E7534081CFD4289F6F5F7727DAAB7EBB472FDFD9D091F57616120190732B
F635D49EF9519B4CEE26D8DFBB34C2D033B"

!

==== Response signature ====

macFields =

[ACTION,RC,APPROVAL, TERMINAL, TRTYPE,AMOUNT,CURRENCY,ORDER,RRN,INT_REF,PARES_STATUS,ECI,TIMESTAM
P,NONCE, RFU]

macSourceValue =
[102006S789528V180000129041.003BGN611423312029001254078164C9B34468610CFIF1Y2051420201016084515327A9A2E5
CD173AF3F69A87F06E1F602ED-]

Signature = [true]

MHdopmaumsa ot e-Tbproeeua kbMm APGW (3a onepauus Tun OTMsiHa Ha niawaHe)
TERMINAL V1800001

TRTYPE 90

ORDER 114233

TRAN_TRTYPE 24

NONCE B1A1B57F8D66EF6B604690BF7141B53C

AEC96B3551F4B951E91ASBEGDFD91AD6AF859D4358B7A5D7CDSESESBY
B4C32E995A6B5FFDBC4265F535D16ED8D591E06DAS7E7A05357C93153A
13807E2FBAGBB7C9A94AE6B2F2253FODB8A7D0273AB68B8BI9A427814B2
646C6585E51396A531BABB3ASEF034496EAOECEB29379A3E97195FB65DF
85B571537620C27FF33483FDD0O9ESE106EE02FC59B15E70C4D692BD8A3
A269DAF24DCBF300B3ABODA623F789855828AE876CB6304D43027F212E
FDB3CD1271A809920725BB3A8A247C84824B468EBF55DDD0540B5E7B6E
844BBE28FBA49B62A91BB623A05158DC0OD8CD4E6B1FF6BEEODOEA1012
P_SIGN EB04E44E930A3D728F0178BC4458734A3E1D462EBSBEA259E




BOPUKA Afl Mpucp: C1

CUrYPHU NNALWLAHUA YPE3 MHTEPHET

P-OM-41 MHCTPYKLMS 3A BUPTYATHU TbPrOBLIM

O6LWwoaoCTLNEH AOKYMEHT

Bepcus: 7.0 / 26.03.2026 Ctp: 38 oT 57
MAC (P_SIGN) - Calculation info

macFields [TERMINAL, TRTYPE, ORDER, NONCE]

macSourceValue 8V1800001290611423332B1A1B57F8D66EF6B604690BF7141B53C

Tabnuua 16 MNMpumep 3a 3asaBka ,[TpoBepka cTaTyc Ha TpaHcakuma®

OTtroBop ot APGW (TpaHcakuusTa ,,OTMAHa Ha nnawaHe" He e ycnelHa):

"ACTION":"3",

"RC":"-24",
"STATUSMSG":"Transaction context mismatch",
"TERMINAL":"\/1800001",
"TRTYPE":"90",

"AMOUNT":"",
"CURRENCY":"USD",
"ORDER":"114233",
"TIMESTAMP":"20201016084907",
"TRAN_DATE":"",
"TRAN_TRTYPE":"24",
"APPROVAL":"",

"RRN":"",

"INT_REF":"",
"PARES_STATUS™",
"AUTH_STEP_RES":"",
"CARDHOLDERINFO™":"",

"ECI""™,

"CARD":"",

"CARD_BRAND":"",
"NONCE":"B1A1B57F8D66EF6B604690BF7141B53C",

"P_SIGN":"774FOE62105F5AEED1AED347D81AC12E122423F3E5FODFBA2DEA3E93D9FC30EFBA9067E6F8A26DA4F44A9CB
1B1824A942DA759B051C14CD5D303AA2A11285382C2CFD6B1188EDODA2E4D1B5E33143DF8A27F0D785749597F7269A40A
44113FESEEF7ACD6D4B0A924053538462BFOF7C58FBDOCB3AC47E61EA039F6A0693B992E1ADOCA278D6BOBC2BA0F3BB1
FFDCBCA68D631D7B00B8877004E8C758E335EF3C46E468D9A06C2F94FBF0753FF95A33404FBD8F9BFCB4D60AAA593C5C
37AF9BEC3FFCA234B419528A635FCBAABED498D1A68834FF71C62286EF5DCC6992EAED703B6AAC262225A655874E8B72
77138E68DD8886C44930E7814661B5F9006C0013"

K

==== Response signature ====

macFields =

[ACTION,RC,APPROVAL,TERMINAL, TRTYPE,AMOUNT,CURRENCY,ORDER,RRN,INT_REF,PARES_STATUS,ECI, TIMESTAM
P,NONCE, RFU]

macSourceValue = [133-24-8V1800001290-3USD6114233----142020101608490732B1A1B57F8D66EF6B604690BF7141B53C-]
Signature = [true]



BOPVKA A CUIYPHU MMNALLAHUS YPE3 UHTEPHET Fpucp: C1
P-OM-41 L O6LWwoaoCTLNEH AOKYMEHT

Bepcusna: 7.0/ 26.03.2026 WHCTPYKLIS 3A BUPTYANTHU THPIOBLIU Ctp: 39 o1 57

OTtroBop ot APGW (TpaHcakuusTa ,,OTMAHa Ha nnawaHe“ e ycnewuHa):

{

"ACTION":"0",

"RC":"00",
"STATUSMSG":"Approved",
"TERMINAL":"V1800001",
"TRTYPE":"90",

"AMOUNT":"1.00",
"CURRENCY":"BGN",
"ORDER":"114233",
"TIMESTAMP":"20201016085138"
"TRAN_DATE":"20201016115039",
"TRAN_TRTYPE":"24",
"APPROVAL":"S78952",
"RRN":"029001254078",
"INT_REF":"4C9B34468610CF9F",
"PARES_STATUS":"",

"CARDHOLDERINFO"
"ECI

"NONCE":"ES8CAC1D2FBE11A899204AED74C02BDEC",
"P_SIGN":"9C22C8E340976C8360B7CB53C5EC90B99BA9AG7EE86FE703715766ED3BF8490366C43B579DD1454C0C38B4D31
CCD94515EA63AF97FFEB9884234B907B92E4FDF5CF7E806C114C2211BD800EOAG59EC35CFD45F0027F05FAG66C6F546898
2743581416DA42EDC33EDC83537CB57598D527DE193C7BAA360E383CA7172AC0720A50BE2A3530008E8C867427B69CEC9
A281907ECE7584BAA49D287BA33F80B49E7857E57509E69CF 1F54D83555BF2258F45D36CC4764F9F5803F3D6710FF2F1A8
2AE4CD345BBB40102563FCA605479759D9E6C1CACBF3A9B1D48BFEC17388261782745CECEE27E3B75A106E0560A2D2403
A5EE9DB38932E995D920F38875ABA2D3AF",

}

==== Response signature ====

macFields =

[ACTION,RC,APPROVAL, TERMINAL, TRTYPE,AMOUNT,CURRENCY,ORDER,RRN,INT_REF,PARES_STATUS,ECI,TIMESTAM
P,NONCE, RFU]

macSourceValue = [102006S789528V180000129041.003BGN611423312029001254078164C9B34468610CF9F--
142020101608513832E8CAC1D2FBE11A899204AED74C02BDEC-]

Signature = [true]



BOPUKA Afl
P-OM-41

Bepcusna: 7.0/ 26.03.2026

Fpud: C1
CUIYPHW NNALLAHUS YPE3 MHTEPHET
MHCTPYKLIUS! 3A BUPTYAINHMN ThPrOBLIM 06"*°”°°T”;:‘_“‘:';yrf;;

6.3 [llpumep 3a,,0TMAHA Ha nnawaHe"
MoneTaTa c g4aHHM OT opurMHanHaTa TpaHcakuus, ca yaebeneHu.
UHdopmauums ot e-Tbproseua kbm APGW:

TERMINAL V1800001

TRTYPE 24

AMOUNT 1.00

CURRENCY BGN

ORDER 145659

DESC JeTannun nnawaHe.

MERCHANT 1600000001

MERCH_NAME Mon Bbnrapus

MERCH_URL http://www.borica.bg

EMAIL merchant@borica.bg

COUNTRY BG

MERCH_GMT +02

ADDENDUM AD,TD

AD.CUST_BOR_ORDE

R_ID 1253530RD@NOTES

TIMESTAMP 20201014095541

RRN 028701253242

INT_REF B7A68A9F37E8586E

NONCE 7D51498A3C22B86DD57EFB699A175714
277DC35B76CD5CAA9BB025A7A5B39EEBF1B3005EA5214F6EB7819
95FE65418378C5AFA60925977E9A3376D937292C7D57928E3F6B635
C78C67411683FB38ABDB876A8EB122196D8534B355A9940934BAD8
8D2B7FBC25B43CD294059FA6BBB7FDFDC5DBDA0D9306D30F4E38
7EA879FBC59ED50E64569E3D36A068D6BC6CAS57F1FC22F8B0373A
F7B1612880648C68E428AF74374AE96A8043C99C99ED21C72B7FFB
64EDFCD67BDFCC71B1220FF8CD7A2DFA106EDDD8F5D9B92E4AA8
B46FA65F1C3849CE31635FEE43B950240FDEOEB3D638644B9066AE
83051F96A34D64C8BF94E92A868C33684DD6A56BD2D26D104EDF84

P_SIGN 62E2585491BA8B65B8C2B9176C80FCS8

MAC (P_SIGN) - Calculation info

macFields

[TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, TIMESTAMP,
NONCE, RFU]

macSourceValue

8V180000122441.003BGN61456591420201014095541327D51498A3C2
2B86DD57EFB699A175714-

Tabnwvua 17 MNMpumep 3a 3agaBka ,OTMsHa Ha nnawaHe”


http://www.borica.bg/
mailto:merchant@borica.bg

BOPVKA A CUIYPHU MMNALLAHUS YPE3 UHTEPHET Fpucp: C1
P-OM-41 L O6LWwoaoCTLNEH AOKYMEHT

Bepcus: 7.0 / 26.03.2026 WHCTPYKLIUA 3A BUPTYAITHW THPTOBLIN Ctp: 410157

OTtroBop ot APGW:

{

"ACTION": "0",

"RC": "00",

"STATUSMSG":"Approved",

"TERMINAL": "V1800001",

"TRTYPE": "24",

"AMOUNT": "1.00",

"CURRENCY": "BGN",

"ORDER": "145659",

"TIMESTAMP": "20201014100040",

"TRAN_DATE": "20201014125901",

"APPROVAL": "S19527",

"RRN": "028701253242",

"INT_REF": "B7A68A9F37E8586E",

"PARES_STATUS": ",

"AUTH_STEP_RES":"",

"CARDHOLDERINFO":"",

"ECI": ",

"CARD":"",

"CARD_BRAND":"",

"NONCE": "7D51498A3C22B86DD57EFB699A175714",

"P_SIGN":
"4B2C8E02632CA1A753CF9904DF782A2015C8C70546D154842451F5C97ED348D242FBC367CFB91FAAFAS3ED2537BF 7747
CFC2680E3689AD08SACOD0OD97C5FE29B2ED2CF8AA8A12E709021FCOC2A179C993A4D673A80F4C27A76D4141DC85D394BB
CCA1977196042D81AEA907B77B507F95FA4210B13E65D68965294110E483B42D3E1E27FFCO06F566A2741BA48FD97092B208
96CF8C66523E92AA1AD2D43CDEDFB21DA875E06581D94B51375FCBC772B93EA91C191DF9BE4C531D5D5FDOE9FESF8ES
40B464BDA150D1AC00D28F58750E0C45F4C62BB8D13A5311E59F8201CCDAB01AD47526ED542535E428ED77DBD194E4E8
7876A270A7E743873F191639D2DDD7"

!

==== Response signature ====

mackFields =
[ACTION,RC,APPROVAL, TERMINAL, TRTYPE,AMOUNT,CURRENCY,ORDER,RRN,INT_REF,PARES_STATUS,ECI,TIMESTAM
P,NONCE, RFU]

macSourceValue = [102006S195278V180000122441.003BGN61456591202870125324216B7A68A9F37E8586E--
1420201014100040327D51498A3C22B86DD57EFB699A175714-]

Signature = [true]

PesyntateT RC=00 noka3ea, Ye TpaHcakuusaTa € OTMEHEeHa yCneLlHo.



BOPUKA AL
P-OM-41
Bepcusna: 7.0/ 26.03.2026

Fpud: C1
O6LWwoaoCTLNEH AOKYMEHT
Ctp: 42 o1 57

CUrYPHU NNALWLAHUA YPE3 MHTEPHET
MHCTPYKLUMNA 3A BUPTYAITHU TbPIroBUA

6.4 [lpumep 3a ,lIbpBOHaAYanHa aBTopusayusa‘

UHdopmauusa ot e-Tbproeeua kem APGW:

TERMINAL V1800001

TRTYPE 12

AMOUNT 3.00

CURRENCY BGN

ORDER 170000

DESC JeTtannun nnawaHe.

MERCHANT 1600000001

MERCH NAME Mon Bbnrapus

MERCH_URL http://www.borica.bg

EMAIL merchant@borica.bg

COUNTRY BG

MERCH GMT +02

ADDENDUM AD, TD
{"email":"user@sample.com", "cardholderName" :"CARDHOLD
ER
NAME", "mobilePhone":{"cc":"359", "subscriber":"8939998
88"}, "billAddrLinel":"Codusa, yIuia, BJI0K

M _INFO 2", "shipAddrLinel":"Codbusa, OyJs., HOMep 3"}

AD.CUST_BOR_ORDE
R ID

1700000RD@NOTES1700000RD@NOTES

TIMESTAMP

20201012140015

NONCE

C3ACF912658C0A2310EASAAAF739E627

P_SIGN

A76449365B63104B514683D2C02F47C6EBA202394C60732821A4A7TE
A43E7B73204C60023B8739B7B91E27F1EOESCE18B8C1C116408A41D
90AC70A392CEF58990DD505AF87E71370D345C295C92F9E03F9F379
984BFDE292131BOBAADF19F86398DE18673989F65A2D035B67A05F3
114BODOE8FCAS527F513FE27AEBEG63F66A8C4C1A5C36F16F4CAOBSB
82COFOE75FFEE2DD6C7139E430F08AD847145AF282B8970CDBC7D3
CB8AC22CF7D730C6486C9E10E3925FB4CF9353750907FEE94894019
4FB702D075DA222F1C7C52C4CDCD86D8893B937B3CAAG8372CADO
706A1F20F2E8AD7A4A0C3E8ES54815CFGE45AE155A21AECCET773827
43E9241E36B76145B7AABC

MAC (P_SIGN) - Calculation info

macFields

[TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, TIMESTAMP,
NONCE, RFU]

macSourceValue

8V180000121243.003BGN6170000142020101214001532C3ACF912658
COA2310EASAAAFT739E627-

Tabnuua 18 Npumep 3a 3adaBka ,[TbpBOHaYanHa aBTopmsaums”



http://www.borica.bg/
mailto:merchant@borica.bg
mailto:user@sample.com

BOPUKA AL
P-OM-41
Bepcusna: 7.0/ 26.03.2026

Fpud: C1
CUIYPHW NNALLAHUS YPE3 MHTEPHET
MHCTPYKLIUS! 3A BUPTYAINHMN ThPrOBLIM 06"*°”°°T”;:‘_“‘:"3y:'f;;

OTtroBop ot APGW:

Parameter Length | Value

ACTION 1 2

RC 2 05

STATUSMSG 8 Transaction declined

TERMINAL 8 V1800001

TRTYPE 2 12

AMOUNT 4 3.00

CURRENCY 3 BGN

ORDER 6 170000

TIMESTAMP 14 20201012140349

TRAN_DATE 14 20201012170349

APPROVAL 0

RRN 12 028601253175

INT_REF 16 04F45801DAF13E22

LANG 0

PARES STATUS 1 Y

AUTH STEP_RES |7 PARES Y

CARDHOLDERINFO |0

ECI 2 05

CARD 16 4341 XXXXXXXX0044

CARD_BRAND 4 VISA

NONCE 32 C3ACF912658C0A2310EAS5AAAFT739E627
95F5FFF8779932EC04CFE19CC1F75AF01CA5050E8AED8222
DA9B5E16ADDBABB6FC51BOFB5501C82FAE2919345F92961E
8631CD5A8807DD907E4A32B34B47B4F783EF99C3A4F37B7A
B6726DE79FEFOEGES55A5F467ABA82DB3E3COASACO9A1E1D
7FO0D67A83418DC1DF5D362C94774467FA5656F7827C469C30
7743E93C73DB434940B002E02BOEE2FBC8A8BADB33CC69F3D
F6C6DOEGIF5042D5C171C840CA296928BEBD79DB9F3D3D24
28730C1BEA2261C80DB1A0511687A5D77F242CBE42B204B57
B6BDC7F31DDF6027D55E9CE584B101DF5520DD26A399C6D
05759C1651B320C176CA206AA775DAA1D7288C60DEB 12508

P_SIGN 512 DE2DF49A2F308BB28059EEA8FEC3BEQC

Tabnuua 19 MNpumep 3a otrosop ,[MbpBOHaYanHa asTopmsauma®

==== Response signature from ====

macFields =

[ACTION,RC,APPROVAL,TERMINAL,TRTYPE,AMOUNT,CURRENCY,ORDER,RRN,INT_REF
,PARES_STATUS,ECI,TIMESTAMP,NONCE, RFU]

macSourceValue = [12205-

3BGN43.008V180000121261700001202860125317514202010121403491604F45801DAF13E
221Y20532C3ACF912658C0A2310EASAAAF739E627-]

Signature = [true]



BOPUKA Afl
P-OM-41

Bepcusna: 7.0/ 26.03.2026

Fpud: C1
CUTYPHW NNALLAHWSA YPE3 UHTEPHET
WHCTPYKLIMSI 3A BUPTYAITHU ThPrOBLIU 06"*°”°°"”;:‘_“‘:';y:'f;;

6.5 [Mpumep 3a,,3aBbpLIBaHE HAa MbpPBOHaYariHa
aBTopusauma‘
MoneTtata, C AaHHW OT OpUrMHaNHaTa TpaHcakuusi, ca yaebeneHu.
UHdopmauums ot e-Tbproseua kbm APGW:
TERMINAL V1800001
TRTYPE 21
AMOUNT 3.00
CURRENCY BGN
ORDER 162021
DESC Jetannun nnawaHe.
MERCHANT 1600000001
MERCH NAME Mon Bbnrapus
MERCH_ URL http://www.borica.bg
EMAIL merchant@borica.bg
COUNTRY BG
MERCH_GMT +02
ADDENDUM AD,TD
AD.CUST_BOR_ORDE
R _ID 1700750RD@NOTES
TIMESTAMP 20201012141516
RRN 028601253167
INT_REF 92339532D5866339
NONCE CCF64A57E0BOE35D2E01DF4A3805DC58
724DEA99E6AD3D1E1692FBE24A44F805581F176F 14A8853BA9F7A8
389DFFF7C10CF01COE11FFF755503C1716552BE47BO9DB383CCDFB
D2B087A0D4C23DE70C4D9A2B7FF8FFA16BFE26ACF335472B2208E
E6BD82DEC94DE854D141F9B30B697801629F676F0433D656E93A64
50FA2435C57C1FA572BF6C84F079D3D1DC842D6E8SCF7F55F9A3DD
BO3E07218CF986D16B08DEFCA8687142B625A714D1223B7613CA48
C615DF70E56D6CC26B2EF50E07223FE246E9A21D1ED88CD746B76
ODEA17EFOED10F18E7BA5F31F886917E08909AD347828F6D8C7FB9
57DE211E888C3A43F013391A82FC66025633E68C4BD59AF1BEF2C1
P_SIGN 8651BD25FD14DC769DDB2DD3A854E7

MAC (P_SIGN) - Calculation info

macFields

[TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, TIMESTAMP,
NONCE, RFU]

macSourceValue

8V180000122141.003BGN6162021142020101214151632CCF64A57E0B
9E35D2E01DF4A3805DC58-

Tabnuua 20 NMpumep 3a 3asBka ,3aBbpLUBaHE Ha MbpBOHAYanHa asTopmsaunsa”



BOPUKA Afl Mpucp: C1

CUrYPHU NNALWLAHUA YPE3 MHTEPHET

P-OM-41 WHCTPYKLIMSA 3A BUPTYANTHU TbPrOBLIU

Bepcusna: 7.0/ 26.03.2026

O6LWwoaoCTLNEH AOKYMEHT
Ctp: 450157

OTtroBop ot APGW:

{

"ACTION": "3",

"RC": "-20",

"STATUSMSG":"Invalid amount",

"TERMINAL": "V1800001",

"TRTYPE": "21",

"AMOUNT": "1.00",

"CURRENCY": "BGN",

"ORDER": "162021",

"TIMESTAMP": "20201013174253",

"TRAN_DATE": "20201013204253",

"APPROVAL": "",

"RRN": "028601253167",

"INT_REF": "92339532D5866339",

"PARES_STATUS": "',

"AUTH_STEP_RES":"",

"CARDHOLDERINFQO":"",

"ECI": ",

"CARD":"",

"CARD_BRAND":"",

"NONCE": "CCF64A57EOB9E35D2E01DF4A3805DC58",

"P_SIGN":
"B2F33F1BE13EDAD498E67A01720AFABD93454C1506038F374EA7B771039C15B6A7C24B2FBO9EBA7FEFDE49052118561A09
D3D9CFEC98D3A17A8058725EF2E9909C8EF5DDD499B8CBCF5606770588B110B18A1014636F8B6A7CE9F17A3023B649960
2A8BE53D3E83FCOFAD97D61BODCDODC2C3FBE6600B4B91A8576C34F058FEF80254F4E089567C154EDA67DD6CB9974252
51C6E4EA4A8531EC1724CA7TAC8CIBE11438EBF86CE2B486326EACO3AF8005C443F1B32690B8031774903F847499C1F6080
F626EDD5568A41341F70546F90DF67F8980BD3F391D33928554B62A4744A2B331C3350AAE64D0DE3801FE40B73DD89A772

D5093D502035AE90D081A85CES8"
}

==== Response signature ====
macFields =

[ACTION,RC,APPROVAL, TERMINAL, TRTYPE,AMOUNT,CURRENCY,ORDER,RRN,INT_REF,PARES_STATUS,ECI, TIMESTAM

P,NONCE, RFU]

macSourceValue = [133-20-8V180000122141.003BGN6162021120286012531671692339532D5866339--

142020101317425332CCF64A57E0BIOE35D2E01DF4A3805DC58-]

Signature = [true]

6.6 [lpumep 3a,,0OTMAHA Ha NbpBOHaYanHa
aBTopusauma‘

MoneTtaTta, C 4aHHM OT OpuUrMHanHaTta TpaHcakums, ca yne6eneHv|.

UHdpopmauumsa oT e-Tbproseua kbm APGW:

TERMINAL V1800001

TRTYPE 22

AMOUNT 1.00

CURRENCY BGN

ORDER 170000

DESC JeTtannun nnawaHe.
MERCHANT 1600000001
MERCH NAME Mon Bbnrapus
MERCH_URL http://www.borica.bg
EMAIL merchant@borica.bg
COUNTRY BG

MERCH_GMT +02

ADDENDUM AD,TD
AD.CUST_BOR_ORDE

R_ID 0959490RDnNNN




BOPUKA Afl
P-OM-41

Bepcusna: 7.0/ 26.03.2026

Fpud: C1
CUT'YPHU NNALWLAHUA YPE3 UHTEPHET

O6LWwoaoCTLNEH AOKYMEHT
MHCTPYKLUMNA 3A BUPTYANNHU TbProBUU Crp: 46 ot 57

TIMESTAMP

20201014070415

RRN

028601253175

INT_REF

04F45801DAF13E22

NONCE

D1AA7234EF80331750C61FCCDCE7C5C7

P_SIGN

4C25AC3904F371D1767AD8D75A66A0A997C8EA70C5B0524611484E
CB766583F55EBB1C65306348B6FCA16E75A99815DFC32A87FB5383
264C780D30E3507C26E4ECF07B50636141E6AB205338BBE34030123
3F116C6A4947BA565C8C1C754FC81AFEFF68ADF4B30BD7FA3CA2D
0114762AE796C6F6C55EB9862AC159079D3ADFDFD262201BE74C41
6633A19272146A0B13D78CAGES5D6AEAAG2F22AACAAG17C85192AE
417E445D01DFE1F06C713B35D58DF09B5ABA08CBAFA8F3D106E36
99D1356A82FEFA400981A055196F906F27AD400BB34C3CAS5C648A0
F1A8DC47D642295736A39418B37C8FBB4596939376D170D89016D4D

C97D8FD6607B2B6E68158C4438

MAC (P_SIGN) - Calculation info

mackFields

[TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, TIMESTAMP,
NONCE, RFU]

macSourceValue

8Vv180000122241.003BGN6170000142020101407041532D1AA7234EF8
0331750C61FCCDCE7C5C7-

Tabnuua 21 MNMpumep 3a 3asaBka ,OTMsIHA Ha NbpBOHa4anHa aesTopusauyusa®



BOPUKA AL
P-OM-41
Bepcusna: 7.0/ 26.03.2026

CUrYPHU NNALWLAHUA YPE3 MHTEPHET
MHCTPYKUUA 3A BUPTYANTHU TbPIrOBUU

Fpud: C1
O6woaocTbNeH AOKYMEHT
Ctp: 47 o1 57

OTtroBop ot APGW:

{

"ACTION": "2",

"RC": "95",

"STATUSMSG":"Invalid amount",
"TERMINAL": "V1800001",
"TRTYPE": "22",

"AMOUNT": "1.00",

"CURRENCY": "BGN",

"ORDER": "170000",
"TIMESTAMP": "20201014070617",
"TRAN_DATE": "20201014100617",
"APPROVAL": "",

"RRN": "028601253175",
"INT_REF": "04F45801DAF13E22",
"PARES_STATUS": "',
"AUTH_STEP_RES":"",
"CARDHOLDERINFQO":"",

"ECI": ",

"CARD":"",

"CARD_BRAND":"",

"NONCE": "D1AA7234EF80331750C61FCCDCE7C5CT7",

"P_SIGN":

"885457783119E64E93D346C38D1050D5A848B97FB8319874CAE1BAB898D6ES3B818E2FC83C96C754983B9B0C727FC25BB
30A67455DAA8CF67A5DE9086DEOA9GF10FAEEBF7A8D27A9BOFECGE9F956DCO5E250D970FE380D65F8A99B1115B9B289E2

C633D6CB993246B383A6CC133233F9A14COEEA554832AD58368893212CCFECDD8268498BF0B307BD414805DA7D23D1B29
7250B3AE3CF9164256387E4BF4C386424886BC18B33B43808CECC436F2EE2C4A4114B8609D2D60E836DDA6B82D0BB5CFE
D1FC8581418EE4FFAA34828B94B384CF2F22B043894666E13B3BA429FEFDIFAC1D67614927AB11B86141F69DBD2365E868

F1B3BA250199C1CE4D016EF59F0"

!

==== Response signature ====
macFields =

[ACTION,RC,APPROVAL, TERMINAL, TRTYPE,AMOUNT,CURRENCY,ORDER,RRN,INT_REF,PARES_STATUS,ECI, TIMESTAM

P,NONCE, RFU]

macSourceValue = [12295-8V180000122241.003BGN6170000120286012531751604F45801DAF 13E22--
142020101407061732D1AA7234EF80331750C61FCCDCE7C5C7-]

Signature = [true]



BOPUKA Afl Mpucp: C1

P-OM-41

CUrYPHU NNALWLAHUA YPE3 MHTEPHET

WHCTPYKLMSI 3A BUPTYANTHN THPIOBLY ~ OCWOACCTRNEH AOKYMEHT

Bepcus: 7.0 / 26.03.2026 Ctp: 48 o1 57

7.

TecToBM KapTtu

I'Ile M3BbpLLUBaHE Ha TECTOBE Ce NoJ13BaT ClieHNUTE TECTOBU KapTu:

Tun Ha KapTa Homep Ha kapTa (PAN)
VISA 4341792000000044
Mc 5100789999999895

Tabnuua 22 TecTtoBM KapTK, 3a KOUTO pe3ynTaT ce nony4vasa cnopeg PAN

3a uenute Ha TecToBeTe Ce BbBeXaar:

- TpowusBonHa gata B 6baeweto BbB popmat MMYY

- CVWV/CVC - npowussanHu

- MNapona 3a aBTeHTMKauua ( npu noucksaxe) - 111111

AKO cymaTa 3aBbpLiBa Ha .65 CTOTUHKM BPbLUAHUAT ko € 65/1A

Mpn cyma Ha TpaHcakuusa 1234.56 ¢ kapTa VISA oTroBopbT CbabpKa M CTOMHOCT Ha
none CARDHOLDERINFO.



BOPUKA ALl

P-OM-41
Bepcusna: 7.0/ 26.03.2026

CUrYPHU NNALWLAHUA YPE3 MHTEPHET
MHCTPYKLUMNA 3A BUPTYAITHU TbPIroBUA

Fpud: C1
O6LWwoaoCTLNEH AOKYMEHT
Ctp: 49 o1 57

8.

KoaosBe 3a rpewka, nanonssavum ot APGW

B cnenpaiyarta Tabnuua ca n3bpoeHu Han-4ecTo U3MNonN3BaHNTe KO0Be 3a rpeLLka npu

obpaboTtka B APGW (none RC)

RC Description OnucaHue
-1 A mandatory request field is not filled in B 3asBkaTa He e NOMbIHEHO 3a4bIDKUTENHO None
-2 CGl request validation failed 3asBKaTa cbabpKa none ¢ HEKOPEKTHU UMe nnm
CTONHOCT
-3 Acquirer host (TS) does not respond or wrong | ABTOpPU3aLMOHHUAT XOCT HE OTroBaps unun bopMaTtbT Ha
format of e-gateway response template file OTroBOpa € HenpasureH
-4 No connection to the acquirer host (TS) Hsama Bpb3ka ¢ aBTOPM3aLMOHHUSA XOCT
-5 The acquirer host (TS) connection failed during | 'peluka BbB Bpb3KkaTa ¢ aBTOpM3aLMOHHUSA XOCT
transaction processing
-6 e-Gateway configuration error pewka B KoHdUrypaumsta Ha APGW
-7 The acquirer host (TS) response is invalid, e.g. | PopmaTbT Ha OTroBopa OT aBTOPU3ALMOHHUSAT XOCT €
mandatory fields missing HenpaBuSieH
-10 Error in the "Amount” request field pewka B none "Cyma" B 3asiBkaTa
-11 Error in the "Currency" request field pelka B none "BanyTta" B 3asiBKata
-12 Error in the "Merchant ID" request field pelka B none “UioeHTndurkaTop Ha e-TbproeeLa” B
3asBKaTa
-13 The referrer IP address (usually the merchant's | HenpasuneH IP agpec Ha e-Tbproeeua
IP) is not the one expected
-15 Error in the "RRN" request field pewka B none "RRN" B 3asBkaTa
-16 Another transaction is being performed on the | B MomeHTa ce nanbnHsiBa Apyra TpaHcakumus Ha
terminal TepMuHana
-17 The terminal is denied access to e-Gateway OTkasaH 40oCTbN 40 NnaTeXHUa CbpBbP (HaMp. rpeLuka
npu nposepka Ha P_SIGN)
-19 Error in the authentication information request pellka B UCKAHETO 3@ aBTEHTUKaLMS U1 HeycneLlHa
or authentication failed. aBTEHTMKaUMSA
-20 The permitted time interval (15 min by default) | Pa3spewenaTa pa3snuka mexgy TIMESTAMP B 3asBkata
between the transaction timestamp request OT e-Tbproeeua u TekywwoTo Bpeme B e-Gateway
field and the e-Gateway time was exceeded CbpBbpPa € HagBuLLEeHa
-21 The transaction has already been executed TpaHcakumsTa Beye e buna nsnbiHeHa
-22 Transaction contains invalid authentication TpaHcakumsiTa CbabpXXa HEBANMAHM AaHHM 3a
information aBTEHTUKaLUS
-23 Invalid transaction context
-24 Transaction context data mismatch 3asBKaTa cbabpKa CTOMHOCTU 3a MoneTa, KOUTO He
morat Aaa 6bvaart o6paboTtenn. Hanpumep BanyTarta e
pasnuyHa oT BanyTata Ha TepMUHana unu
TpaHcakuusita e no-crtapa ot 24 yaca.
-25 Transaction confirmation state was canceled [JonbnHUTENHOTO NOTBBLPXKAEHNE HA TpaHCaKUmMAaTa €
by user 0TKa3aHOo OT KapToabpXartens
-26 Invalid action BIN HesanngeH BIN Ha kapTaTta
=27 Invalid merchant name HeBanngHo nme Ha e-TbproeeLa
-28 Invalid incoming addendum(s) HeBanuaHo fonbnHUTENHO norne (Hanpumep
AD.CUST _BOR _ORDER_ID)
-29 Invalid/duplicate authentication reference HeBanungeH otroBop ot ACS Ha nsgatens Ha kapTaTa
-30 Transaction was declined as fraud TpaHcakumsiTa € oTkasaHa
-31 Transaction already in progress TpaHcakuusiTa e B npoLec Ha obpaboTka
-32 Duplicate declined transaction JdybnupaHa oTkaszaHa TpaHcaKums
-33 Customer authentication by random amount or | TpaHcakuusaTa e B NpoLiec Ha aBTeHTUKauns Ha
verify one-time code in progress KapToobpxarens
-40 Client side transaction form in progress TpaHcakumsTa e B npouec Ha obpaboTka

Tabnuua 23 JonbnHUTENHU KOOOBE 3a rpeLlka, nonseaHn APGW




BOPVKA A CUIYPHU MMNALLAHUS YPE3 UHTEPHET Fpucp: C1
P-OM-41 L O6LWwoaoCTLNEH AOKYMEHT

Bepcusna: 7.0/ 26.03.2026 WHCTPYKLIUA 3A BUPTYATTHU TBPTOBLIU Ctp: 50 o1 57

B cneppawarta tabnuua ca nsbpoeHu Harm-4ecTo N3Non3BaHNTE KOAOBE 3a rpeLuka npu
obpaboTka Ha TpaHcakumsita no npotokon 1ISO-8583 (none RC)

Komo OnucaHune

00 [Successfully completed

01 | Refer to card issuer

04 |PICKUP
05 | Do not Honour
06 | Error

12 [Invalid transaction

13 [Invalid amount

14 [No such card

15 [No such issuer

17 | Customer cancellation

30 |Format error

35 | Pick-up, card acceptor contact acquirer

36 | Pick up, card restricted

37 | Pick up, call acquirer security

38 | Pick up, Allowable PIN tries exceeded

39 | No credit account

40 | Requested function not supported

41 | Pick up, lost card

42 [No universal account

43 | Pick up, stolen card

54 | Expired card / target
55 |Incorrect PIN
56 | No card record

57 | Transaction not permitted to cardholder

58 [ Transaction not permitted to terminal

59 | Suspected fraud

85 | No reason to decline

88 | Cryptographic failure

89 | Authentication failure

91 [Issuer or switch is inoperative

95 | Reconcile error / Auth Not found

96 | System Malfunction

Tabnuua 24 Kopose 3a rpeluka npu obpaboTka oT usgartens Ha kapTtaTta



BOPVKA A CUIYPHM NMNALLAHUS YPE3 UHTEPHET Fpucp: C1
P-OM-41 - O6woaocTbNeH AOKYMEHT

Bepcus: 7.0/ 26.03.2026 WHCTPYKLIUA 3A BUPTYAITHW THPTOBLIN Ctp: 510157

9. TMpunoxeHue 1:

9.1 Tlpumep 3a uudpos noanuc Ha PHP:

<?php
/[Borica Sign Data, private key without password
/lexecute in https://wtools.io/php-sandbox

/[Private key (privatekeyname.key)

$priv_key ='-----BEGIN PRIVATE KEY-----
MIIEVAIBADANBgkghkiGOWOBAQEFAASCBKYwggSIAGEAACIBAQCS5z1/LHY 1GcX9f
vMOBZPx3edgmqFkPd7eV136Nog9+VeM4UMfg22d64LAwpRHdfFigTPkc9leR68XxT
JXGeiiGJSaG+Vb9oUK3ybOW7YMhk1vJy4p20yo77Sirki4bhh8RPIVWAqeVUgEL/
f5Z2uZSNzB2cFkUOknbRwM/j98fft4lgZN/nYkYjW22UaPA7ULEBMxmQUKTrJKi04S
PVIG1iKzLh3jVyRsxi+giFrlQ+/jVWAOwJm8B25jsRcwObjL6+MczutVKmaNjaVy
FNkBtLOWSCf4A6i4xOfafWoEx4tEa4DI5PTqQI4PBVHESW3IKulfNpaSm1wvnlA3
hFy9IfUPAgMBAAE CggEBAJz/stI9yxQ9bEGpjovzlzsgcdngHzhpkG6EocLsryix
S4dXAjxIRp9V4KmJIoHNDymLQBYFIqJ98XK3YkpNB5apJ0+eulLkfm+8NAaZik404J
LNyTzGFFneCIP4vStQo1HFM80ODG53DM1GOcnmCT5QiW8mHjkOAHO02vR/haCU5kdR
gQeMBnGAugOcO3T7QcuK2AMO7BoGrkq0+V58DyCdf1UpelLoi7 1HCdBpj8FPHcUOH
ScsPUrWXSkJSVj7R68AUtI4Sss3CEK7DbbSLcW1DfmX6esujM/fx1SLcOBuedlpa
0ec7wKvvMbLap0gWOOxZGRtxS9ALJ3T75A0jDx38q6ECgYEA86cPMY UePy/I9CEuU 2EJD5c0fGF5UrZ4rq4rPhe5A1+62
zEqG9RIoHVLVKR+9zKxoJDFdjQdKFYeuyt2R7BY Utl2ndOmlklvaWkU+GUtTXUQt
0109DeiVUAONEQI1GfgS70CEXMgfRI725UuiMSYE1QJ/EKPO8VPbWf+BgKovY Ff1
AsStOfMMvrgVn8e/vZmWIuaGb40L34Dxuvv3YRk1EsQFirGZ5XDDCm5r8H11Y8Ne
PXnxLP2opluch1JHQdebFZgN1C68pX6hopEixOmwShhaNXNJ5RN8c9q+4NXIu73n
IKFJBDsxoMVB/VEoVeQEMg==

----- END PRIVATE KEY-----';

/[Private key password. Leave empty if there is no password.

$priv_key_password =";

//Data you want to sign
/IMAC_GENERAL = TERMINAL, TRTYPE, AMOUNT, CURRENCY, ORDER, TIMESTAMP, NONCE, RFU
$data ='8V18000011141.003BGN6113920142020101308393232D41AAAFC7F8119A3BB7C4868E0B256F9-';

$pkeyid = openss|_get_privatekey($priv_key,$priv_key password);
echo 'Private Key Result: '.$pkeyid.PHP_EOL;
echo 'Data: '.$data.PHP_EOL;

openssl_sign($data,$signature,$pkeyid, OPENSSL_ALGO_SHA256);
openssl_free_key($pkeyid);

echo PHP_EOL,;
echo 'P_SIGN = ".strtoupper(bin2hex($signature));
7>
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9.2 Tlpumep 3a npoBepKa Ha UM POB NOAMNUC Ha
PHP:

<?php
/[Borica Verify Signature in Response
/lexecute in https://wtools.io/php-sandbox

/[Certificate containing the public key (MPI_OW_APGW_B-Trust.cer)

$pub_key ="'-----BEGIN CERTIFICATE-----

MIIGWjCCBEKgAwIBAgIIQSHpHDZ7ASAWDQY JKoZIhveNAQELBQAwgYoxCzAJBgNVBAY TAKJHMRgw
FgYDVQRhDA9OVFJCRy0OyMDEyMzAOM;YxIDAeBgNVBAoMFOJPUKIDQSALIEJBTktTRVJWSUNFIEFE
MRAwDgYDVQQLDAdCLVRydXNOMSOwKwYDVQQDDCRCLVRydXNOIFRFU1QgT3BlcmF0aW9uYWwgQWR2
YWS5jZWQgQOEwWHhcNMjAWOTEWMDgONzUSWhecNMjMwOTEWMDgONzU5WjBKMRQwWEgYDVQQDDAtNUEkKg
T1cgQVBHVZELMAKGA1UECWWCSVMXEJAQBgNVBAoMCUJvemljY SBBRDEOMAwWGA1UECAwWFU29maWEXx
DjAMBgNVBAcMBVNvZmIhMQswCQYDVQQGEwWJCRzCCASIwDQYJKoZlhveNAQEBBQADggEPADCCAQoC
ggEBAMmMtJ1gcFkdfY/wfEk3IbgAA1dveXj9J3dCNyliHoooj1ePsX86jlY LijrdPOgayESwWH0100
nVEbcF9z2qoicH12vJaa9ZEFggkB+qv55erfQOTjgVhd+KRb8YES+uEGKIFE8D/peLMeKeiRSIeN
corRa4J1ms/V/20kixgOxSnEXw8tRa0U200oPIEwCbT01DgPMoud5EitpTvD9/gc69aWgVS477Erf
ro+CW89bLGNiHh6mmZt71ulXugNtGf2RhP59fmEKBKj+DSF1QI65SVvv2eYb6JBIhHX+hZss/oAN
xvqYFSG4k6L1tkoDwctB+q7p1EbWEuUgDNxYTORidkLkKCAWEAAaOCAecwggHMBOGA1UdDgQWBBTT
nQwWEEjMgWryNqt8onGmGk6nm4DAfBgNVHSMEGDAWgBT1J82325s0lCubZvApcg6KPWLcmDAgBgNV
HRIEGTAXhhVodHRwOIi8vd3d3LmltdHJ1c3QuYmcwCQYDVROTBAIWADBNBgNVHSAERBEMEIGDCsG
AQQB+3YBBWEEA]AyMDAGCCsGAQUFBwIBFiRodHRwOIi8vd3d3LmltdHJ1c3Qub3JnL2RvY3VtZW50
cy9jcHMwDgYDVROPAQH/BAQDAgOoMBOGA1UdJQQWMBQGCCsGAQUFBwMBBggrBgEFBQCcDA]BUBgNV
HRBETTBLMEmMgR6BFhkNodHRwOI8vY3JsdGVzdC5iLXRydXNOLm9yZy9yZXBvc2I0b3J5L0ItVHJI1
c3RUZXNOT3BIcmF0aW9uYWxBQOEuY3JsMIGHBggrBgEFBQcBAQR7MHkwJwY IKwYBBQUHMAGGG2h0
dHABLY9VY3NwdGVzdC5iLXRydXNOLmM9yZzBOBggrBgEFBQcwA0ZCaHROcDovL2NhdGVzdC5iLXRy
dXNOLm9yZy9yZXBvc2I0b3J5L0ItVHJI1c3RUZXNOT3BIcmF0aW9uYWxBQOEuY2VyMBYGA1UdEQQP
MA2CC01QSSBPVyBBUEdXMAOGCSqGSIb3DQEBCWUAA4ICAQAUJDjTROUVORL0jCzVQdppoiPs3hX
Ra/9MaNIUP5xI10AamWmN7bTDQpnNfw5tlo8DPSBIMfP+5xJyfMTHAI43i+7vf1t1ZucEbVJ73FF
zdzZQaxw9NYO0n0IBBz8WEnkaGewh45aQ6XMgNe5xcKbtP2vqq+qgZiyOeylHlwaQORKyZ9+jBInVo
ZdzUbDrrSEMka98IQ52X0O8EPbCmMB/GhJIZ991yNo5/PVsFxT9sjG3VGm+sStD3G7+pjX+HsHLn65
gwWq20RiQqe62W/HSNb5dnIWqlJIdT4Zd0Ar97hQwU1ZQVnmL5Zjswsjafl 7B/ON4U5QzbOvWX1W
oDXCCgmXAoTP1DDEWJOvmMVVDHGrrCOrlbluBdzQEK/D1f3A1jICzQPYKOwUuafLIpCX17b09Zwxi
45prDk/LBgEBCI6CM+8nFOQyN3Th+r2lgUuhGpfLApGlp6sJvJdAhngX1VCGJCdozlhzrEJ4oha3
/+HijQl+vUaYevk1d/EipZNHU1gkcocrji2gmTMOKzEw9zDs5jVSgtBZTUF5ORWUNITXj7EZUnQUC
WANFI8KOECWPhkU5L7v9/9rcGkMcm0S3bM5rbKksabvg01cvxkepS5qqvbxgugci/8sPCXMAThCK
eiJHilEt1uns+tFA+7RSVFKOpf07g3DBGYf5P8qKLQCFMg==

----- END CERTIFICATE-----";

/IPublic key (MPI_OW_APGW_B-Trust_pubkey.pem)

/*$pub_key = '~-—-BEGIN PUBLIC KEY—-
MIIBI/ANBgkghkiGO9wWOBAQEFAAOCAQSAMIIBCgKCAQEAYaOnWBWWR19j/B8STchu
0ADV295eP0nd0I3KWIeiiiPV4-+xfzqOVguKOt086BrIRLAfTU46dURtWX3PagiJw
fXa8lpr1kQWCqQHBG/nIBt9ASO0OBWF 34pFvxgRL64QaQgUTwP+4sx4p6JFKV41y
itFrgnWaz9X/YB6SXGDTFKcRDy1FrRTY6g+UTAJIPTUOA8Yi53kSK2108P3+Bzr1
paBVLjvsSt+ujdJbz1ssY2leHgaZm3vW4he6A20Z/ZGE/n1+Y QoEGPANIXVAjrlJ
W-+/Z5hvokGWEdf6Fmyz+gA3G+pgVIbiTovW2SgPByOH6runURtY S60M3FhPRGJ2Q
uQIDAQAB

----- END PUBLIC KEY----";*/

/IData you want to verify (signed message)

/IMAC_GENERAL =

ACTION,RC,APPROVAL, TERMINAL, TRTYPE,AMOUNT,CURRENCY,ORDER,RRN,INT_REF,PARES_STATUS,ECI, TIMES
TAMP,NONCE

$data ='112006S975398V18000011149.003BGN6154744120286012531521697E2F39EFCA1CAF1--
1420201012160009329EADBD70C0A5AFBAD3DF405902602F79'";

/IP_SIGN in hex from mpi_sign.php

$p_sign =

hex2bin('6FF21243639A23946393023839C0B549C6794C516E4C077F65DD476B700C0A53A9A23F 1517BI9F8F955C4EBES
19CFF1C9428B32F0259E8EA2284B244B39AA8E4E4A251D840479CB3DDB988F25674D1BEB97A814DB04E846FC97950
58E2BDC3A511CA503F15C71BD3F1687FF15FE9F8CA393555286 CEB4A3B722683E1FFD7C30A6ED19C6EDB7D40A635
6B12BD4C010DD43D596753CC6BA52523EC5DB4EOBC48B8A99DDE2D1B946D504EA3A692C3E56DA3941E83F226EEE
C109DAB36C3FEE70C89E2E54000E62AC53DB43B72E75597DA735CF513BFFD8D4A61F5468C8A77C9704E9BIBDBABS
167BA1DAD0898CAF7BED831C7786F8E75100FB179657B05CC4EDASTE');

if (strpos($pub_key, 'CERTIFICATE') !== false) {
$pkeyid = openss|_get_publickey($pub_key);
}else {
$pkeyid = $pub_key;

}
echo 'Public Key Result: ".$pkeyid.PHP_EOL;



BOPVKA A CUIYPHU MMNALLAHUS YPE3 UHTEPHET Fpucp: C1
P-OM-41 L O6LWwoaoCTLNEH AOKYMEHT

Bepcusna: 7.0/ 26.03.2026 WHCTPYKLIUA 3A BUPTYATTHU TBPTOBLIU Ctp: 53 o1 57

echo 'Data: . .PHP_EOL;
IIverify signature
= openssl_verify( , , ,OPENSSL_ALGO_SHA256);
if (strpos( , 'CERTIFICATE') I== false) {
openssl|_free_key( )

}

echo PHP_EOL;
echo 'Result =".
/l 1- OK, O - Error
if ( ==1){
echo 'Valid;
} elseif ( ==0){
echo 'Invalid';
}else {
echo 'Error: ".openssl|_error_string();

}

7>

3abenexka:

lMpenocTtaBeHnTe NpumMepn ca Ao 8-ma Bepcusi Ha PHP. Ako ce nonssa no-Bucoka - Moxe Aa
ce crieaBa peLleHne oT crnegHUs NUHK:

https://stackoverflow.com/questions/69559775/php-openssli-free-key-deprecated

W pa ce pobaBu cnegHaTta KOHCTPYKUMS:

if (PHP_VERSION_ID < 80000) {
openss|_free_key(SprivateKey);
}


https://stackoverflow.com/questions/69559775/php-openssl-free-key-deprecated

BOPUKA Afl
P-OM-41

Bepcusna: 7.0/ 26.03.2026

CUrYPHU NNALWLAHUA YPE3 MHTEPHET
MHCTPYKLUMNA 3A BUPTYAITHU TbPIroBUA

Fpud: C1
O6LWwoaoCTLNEH AOKYMEHT
Ctp: 54 ot 57

9.3

CtounHoctn Ha AUTH_STEP_RES:

NMone AUTH_STEP_RES cbabpxa crtomHocT nonyydeHa ot Directory Server (Visa,
MasterCard), nokasBsalla HBOTO Ha aBTEHTMKALUS Ha KapToabpKaTens.

3DS AUTHENTICATION
AUTH_STEP_RES VERSION RESULT DESCRIPTION
Authentication
Successful Successful frictionless transaction without SCA
ARES_Y 2 (Frictionless) authentication.
Authentication Cardholder is not enrolled / Frictionless
ARES N 2 Declined (Frictionless) |authentication declined.
Authentication The issuer rejects authentication (e.g. Cardholder
ARES_R 2 Rejected (Frictionless) |is blocked/closed).
The issuer has authenticated the cardholder
Authentication using SCA (e.g. verification of password or other
RREQ_Y 2 Successful (SCA) identity information).
The cardholder’s password (or other
authentication information) failed validation,
thus, the issuer is not able to authenticate the
cardholder. The following are reasons to fail an
authentication:
Cardholder fails to correctly enter the
authentication information within the issuer-
defined number of entries (possible indication of
fraudulent user).
Authentication Failed | Cardholder “cancels” authentication page
RREQ_N 2 (SCA) (possible indication of a fraudulent user).
The issuer ACS is not able to complete the
authentication request — possible reasons
include:
ACS not able to handle authentication request
message
ACS is not able to establish an SSL session with
Authentication Could | cardholder browser
Not Be Performed System failure that prevents proper processing of
RREQ_U 2 (SCA) the authentication request

Tabnuua 25 HuBO Ha aBTEHTUKAUMA Ha KapToabpXKaTens
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9.4 CtouHoctun Ha ECI (Electronic Commerce Indicator)

Mone ECI (Electronic Commerce Indicator) cbabpka cTorMHocT nony4deHa ot Directory
Server (Visa, MasterCard), nokasBawa pesyntata OT aBTEHTUKaUMATA Ha
KapTogbpXaTtensi.

Han-yecTto non3eaHUTe CTOMHOCTU 3a TpaHCaKunn ¢ MexayHapoaHn TpaHCakunm ca:

VISA, Diners, Bcard

ECI Definition
Value

05 Both cardholder and card issuing bank are 3D enabled. 3D
card authentication is successful

Either cardholder or card issuing bank is not 3D enrolled. 3D
06 card authentication is unsuccessful, in sample situations as:
1. 3D cardholder not enrolled
2. Card issuing bank is not 3D Secure ready

Authentication is unsuccessful or not attempted. The credit
07 card is either a non-3D card or card issuing bank does not
handle it as a 3D transaction

Tabnuua 26 PesyntaTt OT aBTeHTUKaumsa Ha kapToabpxatens (Visa, Diners, Bcard)

MasterCard

ECI Definition
Value

Authentication is unsuccessful or not attempted. The credit
00 card is either a non-3D card or card issuing bank does not
handle it as a 3D transaction

Either cardholder or card issuing bank is not 3D enrolled. 3D
01 card authentication is unsuccessful, in sample situations as:
1. 3D Cardholder not enrolled
2. Card issuing bank is not 3D Secure ready

02 Both cardholder and card issuing bank are 3D enabled. 3D
card authentication is successful

Tabnuua 27 Pe3ynTat oT aBTeHTUKauus Ha kaptoabpxaTtens (Mastercard)
Mpwn TpaHcaKkumMm ¢ MECTHM KapTh Ce Nona3saTt camo cTorHocTuTe 3a VISA

Mpn onepaumm ¢ MeCcTHU KapTu BCUYkn cTtoMHocTn Ha ECI ce npupaBHABaT KbM Te3u
Ha Buaa.
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9.5 YecTo 3apgaBaHu BBLNPOCKU:

9.5.1 KakBo e 3HaueHMeTO Ha KogoBeTe 3a rpewka? Kou
KogoBe ca (pHaANMHN N KOU — He?

KopoBeTe 3a rpewku, nsnonssaHn ot APGW, ca onmncaHm B Pasgen 9, kaTto e
HeobxoAnMo aa ce umat npeaBua cregHuTe 0cobeHoCTu:

e RC=00 - ycnewHa TpaHCakuMsi, KaTo € HeobxoguMmMoO pga ca MoKPUTK
egHoBpeMmeHHo ABa kputepus - RC=00 n Action=0, npu koeTo pe3yntaTbT €
OKoHuaTeneH. BbamoxHute ctonHocTu 3a Action ca onucaHu B Tabnuua 2.

e OTpuuaTtenHu kogoBe — Te ca 6a3npaHn Ha obpaboTkaTa Ha aBTEHTMKALMOHHOTO
cbobLleHe U e Bb3MOXHO Aa ObaaT NpPOMEHEeHW B paMKuTe Ha onpegeneH
nepuog ot Bpeme - GUARDTIME, KOWTO cbrnacHo TekywMTe HacTpouku e 15
MUHYTU. TunMyeH npuvMep 3a TakaBa MpPOMsSHA € CcuTyauuaTa, B KOATO
KapToabpxaTenaT HaTucka 6yToH “Back” Ha cBosi Gpay3bp, B pe3ynTaT Ha KOeTo
ce cdopmupa cboblieHne 3a rpellka; ako BMOCNeACTBME KapTogobpXaTenaT
NPOABLIKM C MNOTBBLPXKAEHNETO Ha TpaHcakuuaTa, TS Moxe Aa e ycnewHa. Mpu
oTpuuaTernHu KogoBe € NpenopbyYnTenHo ga ce nonaea ,[1poBepka 3a craTyc Ha
TpaHcakumsa“ (TRTYPE=90). PeaynTtatsbT, nony4yeH cneg noseye ot 16 MUHyTH
(cnep nstnyaHe Ha GUARDTIME, konto e 15 muHyTu nntoc 1 muHyTta 6ydep)
npu ,,lipoBepka 3a cTaTyc Ha TpaHCaKLUA“ e OKOHYaTerneH.

o lMonoxuTtenHu kogoBe, pa3nnyHu ot 00 — Te ca OKOH4aTesNHU 1 ca 6asvpaHu
Ha obpaboTkaTa Ha aBTOPU3aLMOHHOTO CbOOLLEHME, PECNIEKTUBHO Ha OTroBopa oT
CTpaHa Ha XocTa Ha u3gaTens Ha kapTarta.

e He cnepBa ga ce nNpaBsAT AOMbIHUTENHN NPOBEPKM 3a TpaHCaKUUs, 3a KOSITO € MoNyYeH
OKoH4YaTerneH oTroBop. [opu 1 No HsKakBa NpuyMHa Aa ce Noslyun TakbB, TOW He creasa
Ja ce B3uMa npeasua.

9.5.2 Kowu ca Hamn-4yecTO cpelyaHUTe rpeLlku B OTroBOopUTe Ha
3aaBkute ot APGW:

e -17 — rpewka npu cdpopmmpaHe Ha POST 3asiBkata. Bb3MOXHW NpUynHu;

o HenpaeunHo cdopmmupaHe Ha nognuca oT cTpaHa Ha e-TbproseLia nopaau
HEKOPEKTHO CbCTaBeH CUMBOSIEH HU3 3a NoAnuceaHe. TbproseLa cnensa aa
NPOBEpPY KOPEKTHOCTTa Ha CUMBOSHUSA HU3 3a NOANUCBaHe.

o HenpaeunHo copmMupaHe Ha nognvca OT CTpaHa Ha TbproBeua nopaau
Mon3BaHe Ha HenpaBWieH YacTeH KoY. TbproBeua criegsa ga npoBepu
CbOTBETCTBMETO Ha YaCTHUS U NYGNNYHKA KIoYoBe cropen To4vka 6.5.

o HekopekTHO KOHUrypupaHa cxema 3a nognuc Ha TepMuHana.
ObcnyxBawarta ®U cnegsa ga koHdurypypa cxemata 3a noanuc Ha
TepMuHana.

o TIMESTAMP Ha 3asBkata e no-ctap ot 15 muH. (UTC), B TO31 cny4yan none
STATUSMSG cbabpxa TekcT "Expired transaction”.

o B momeHTa APGW o06paboTBa TpaHCakuusa CbC CbLMS HOMEpP Mopbyka
(ORDER) 3a 1031 TepMuHan .

e -19 —rpeluka npu aBTEHTUKALUATA HA KapToobpXKaTens:
o KaptaTa He e peructpmpana 3a 3D CurypHu nnawiaHums.
o Watekna/He cMeHeHa cTaTMyHa napona.
o [pelwHo BbBeAEHA CTAaTMYHA UMW AMHAaMWYHA napona.
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o Kaptogbpkatenar cam e oOTkasan nnawaHeto npu rokassaHe Ha
cTpaHuuaTta 3a aBTeHTUKaLWs.

e 58 — TepmuHan®bT He e akTmBupaH. Obenyxeawara PU cnegsa Aa npeMmyHe npes
cTbnkM Initialize & Enable.

9.5.3 MonyuyaBam cbobuweHue “Missing BACKREF
parameter, using default“. KakBa moxe pa e
npuynHara?

APGW Bpblua gaHHuTe 3a otroBop kbM URL, gedumHupaH 3a TepmuHana B8 APGW
6asa gaHHu. [lNpoBepete B OaHkata ganu T03M URL e npaBunHO 3agageH 3a
TepMuHana.

9.5.4 He nonyuyaBam HUKaKbLB oTroBop. KakBa Moxe pa e
npuynHara?

B cny4yan, ye kaptogbpxaTensaTt 3aTBopu Opay3bpa Ha ekpaHa 3a BbBeX[aHe Ha
OaHHU 3a KapTaTa, TpaHcakumsiTa octaBa B CbCTOsiHME , Transaction form in progress™
3a cneasawmTte 24 yaca u oTroBop HaMa ga 6bae nanparteH. CbLuUo Taka npoBepeTe B
6aHkaTa gann BACKREF URL agpecbT € npaBunHo 3agafeH 3a TepMuHana.

9.5.5 Kak ce oTpassaiBaT TpaHCcakLuU1Te B NPUITOXXEHUETO
Merchant Portal?

TpchaKLI,VII/ITe Cce OTpa3daBart Mno crnegHna Ha4vYnH:

e Authentications — Bcuukn onepaumm, 3a kouto POST 3asaBkaTta e obpaboreHa oT
APGW.

e Pending — TpaHcakunnTe, Npu KOUTO CTaTyCbT BCE OLLEe He e hnHanmanpaH, Ho ca
CTUrHanu go aBTopusauus.

e Rejected — onepauumm, oTkasaHn OT aBTOPM3ALNOHHMSA XOCT (MONOXMTENEH KOA 3a
rpeLuka).

e Transactions — BCMYKMN YCNELHW TpaHCaKUMN.

9.5.6 Kak moxe ga ce uaeHTucpmympa nopbUkaTa, 3a KOATO €
HanpaBeHo nnauwaHe B npunoxeHuneto Merchant
Portal?

o B meHio Authentications 3a Bcsika TpaHCaKuMsl ce Moka3sa CTOMHOCTTA Ha none
ORDER, kaTto ctonHocTTa B KonoHa Order ID moxe ga ce nonsea 3a Bpb3ka
Mexay nsnparteHarta 3asiBka 3a nnawjaHe U JaHHUTe B cMcTemMarta Ha Tbproeeua.

e B tab Tagged Data 3a Bcska TpaHcakuma moraT ga ce BUOAT CTOMHOCTUTE Ha
AD.CUST_BOR_ORDER ID n DESC.

e BaxHo! CrorHocTtta Ha none AD.CUST_BOR_ORDER_ID (koATo cbaobpxa u
ORDER) ce npegaBa un BbB QwuHaHCOBUTE annoBe, CbOTBETHO B
NHOpMaLMATa, KOSITO Ce BU3yanuanpa B 6aHKOBOTO U3BMEYEHNe, U MOXe Aa ce
nons3ea 1 3a CHeTOBOAHO 3acuM4aHe Ha HanpaBeHuUTe nnailaHus.



